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BACKGROUND AND OBJECTIVES

Digital advancements offer significant means for empowering women, granting them greater access to information, fostering
connections, and enabling them to champion their rights and interests. Nevertheless, in an environment marked by preva-
lent gender inequalities and deeply rooted patriarchal views, these same technologies can be weaponized to commit and
escalate violence against women (VAW). The rapid evolution of technology and its misuse for gender-based violence against
women outpaces the capacity of governments and civil society organizations to effectively respond. This lag in response,
coupled with inadequate victim support, has amplified the scope and intensity of technology-facilitated violence against
women, contributing to women’s reluctance to participate in online spaces and jeopardizing their ability to fully seize the
benefits of digitalization.

To shed light on technology-facilitated forms and dimensions of VAW, the UN Women Europe and Central Asia (ECA) Regional
Office conducted comprehensive research in 13 countries of the ECA region: Albania, Bosnia and Herzegovina, Georgia, Ka-
zakhstan, Kosovo,' Kyrgyzstan, Moldova, Montenegro,? North Macedonia, Serbia, Tajikistan, Turkiye, and Ukraine.

With this research, UN Women ECA intended to better understand the types and prevalence of technology-facilitated (TF)
VAW in the region and its consequences on women and women'’s attitudes, experiences and access to services, while at the
same time exploring the existing normative and institutional context and role and perspective of relevant stakeholders in
providing prevention and support services to survivors of such violence.

RESEARCH METHODOLOGY

Rigorous ethical standards were applied to data access and storage, as well as presentation of findings.

Research components

1. Mapping of relevant
normative and policy
frameworks at global, regional
and national levels

Aim: To provide basic insights
into processes focused on the
development of legal and policy
frameworks and inclusion of
technology-facilitated violence
in key conventions, laws and
strategies/action plans at global,
regional, and national levels.
Over 50 legal and policy
documents were reviewed
directly, and not through
secondary sources.

2. Large scale web-based
survey with the participation
of over 12,000 women across
the region

Aim: To assess the prevalence,
characteristics, consequences
and support services related to
TF VAW.

From January-June 2023, at
least 1,000 women (aged

18+) were surveyed in each
country. National samples are
not representative of national
populations but rather the
population of women present
online, which on average is
younger, more urban and with
higher education.

3. Qualitative research with
governmental and non-
governmental stakeholders

Aim: To delve deeper into
stakeholders awareness,
understanding, capacities,
challenges and experiences related
to handling cases of TF VAW.

Over 80 stakeholders across the
region participated in interviews
and focus group discussions.
Research captured perspectives

of governmental gender equality
mechanisms, human rights
oversight institutions, police
(including cybercrime police),
CSOs, activists, gender experts and
women with experience of TF VAW.

1 References to Kosovo shall be understood to be in the context of UN Security Council Resolution 1244 (1999).

2 Montenegro was not included in the web-based survey due to the cost of web-based randomized research in the context of a small population.
However, Montenegro was included in the qualitative research, and having in mind similarities in the technology facilitated VAW and more broadly
women’s situation in the Western Balkan countries, the findings obtained from the web-based survey for neighbouring countries are very much valid

for Montenegro as well.
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CONCEPTUAL APPROACH AND DEFINITION

The conceptual framework adopted for the purpose of this re-
search, including the definition of technology-facilitated VAW,
were informed by the ongoing discussion coordinated by UN
Women and the WHO. Per this discussion, TF VAW is understood
as an expression of gender-based violence and discrimination
that exists online and offline. Offline and technology-facilitated
VAW are not separate forms, but rather could be understood as a
continuum in which some forms occur only offline, some occur
only through the use of digital technologies, and many include
both offline and technology-facilitated components. Regardless,
the risk factors, consequences and underlying causes — such as
structural gender inequalities, misogyny and unequal power be-
tween women and men — remain the same. Violence and fear of
violence can lead to self-censorship and the withdrawal of wom-
en, restricting their access to the internet and technologies which ‘

L. . X Expert Group Meeting report
are of crucial importance for many aspects of social inclusion and e
participation, including in education, employment, politics and Towards a common definition (2023)
social life.

Technology-facilitated violence against
women is ‘any act that is committed,
assisted, aggravated or amplified by the
use of ICTs or other digital tools, that

results in or is likely to result in physical,
sexual, psychological, social, political or
economic harm, or other infringements
of rights and freedoms.’

Operational definition of TF VAW. To adequately measure experiences of technology facilitated violence in the web-
based survey, the questionnaire utilized act-based definitions. It provided a list of acts of TF VAW from which respondents
could select, allowing for multiple responses. The questionnaire also included an “other” option for respondents who felt the
list wasn't comprehensive and wanted to report an act of violence not mentioned, as well as a “none of the above” option for
those who had not experienced TF VAW. Those who selected any of the listed acts were categorized as women who have
experienced technology-facilitated violence.

KEY FINDINGS ON NORMATIVE AND POLICY
FRAMEWORK

International, regional and national actors are still in the early stages of addressing technology-facilitated violence against
women (TF VAW), and the countries included in this research are no exception.

Global processes have intensified during the last several years, driven by the concurrent processes undertaken by the UN
General Assembly, Secretary General, UNSRVAW and Commission on the Status of Women (CSW), which have been support-
ed by the work of UN Statistical Commission,* WHO and UN Women. These processes advance the development of a com-
mon understanding to enable further progress regarding legal frameworks, data collection, research and statistics and other
initiatives. Gender mainstreaming of the International Convention on Countering the Use of Information and Communica-
tions Technologies for Criminal Purposes adds to the number of ongoing processes related to developing legal instruments
to prevent and combat TF VAW.

European regional processes are marked by various initiatives of the Council of Europe and EU. One of the crucial milestones
is the effort to reaffirm the Istanbul Convention and its relevance for TF VAW in GREVIO recommendation No. 1.

3 UN Women, WHO, Technology-facilitated Violence against Women: Towards a common definition. Report of the meeting of the Expert Group 15-16
November 2022, New York, USA, https:/www.unwomen.org/sites/default/files/2023-03/Expert-Group-Meeting-report-Technology-facilitated-vio-
lence-against-women-en.pdf

4 At the 54th Session (2023) of the UN Statistical Commission, the need for methodological work to measure technology - facilitated was recognized:
https://unstats.un.org/UNSDWebsite/statcom/54
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KEY FINDINGS FROM WEB-BASED SURVEY

Prevalence. More than half of women (18+) present online in the region have experienced some
form of technology-facilitated violence in their lifetime.

The cross-country differences are significant, with the highest prevalence in Ukraine and lowest in
Tajikistan. By subregion, the highest prevalence is in Turkiye and Eastern Partnership countries, while
prevalence is lower in the Western Balkans and lowest in Central Asia.

Proportion of women who experienced at least one form of technology-facilitated violence, regional average and
by country (%) (N=12,526)

Ukraine 76.8
Turkiye 724
Moldova 65.4
North Macedonia 62.8
Serbia 55.8
Regional average | 53.2
Bosnia and Herzegovina 51.0
Georgia 50.5
Kosovo 433
Kazakhstan 43.0
Kyrgyzstan 421
Albania 41.1
Tajikistan 30.7
\ \ \ \ \ \ \ \ \ \
0 10 20 30 40 50 60 70 80 90

Forms of violence. Among women who had experienced TF VAW, the most prevalent forms in-
clude receiving unwanted or offensive content or messages (39.7%), receiving inappropriate sexual
advances or content on social networking (30%) and hacking women’s accounts and web pag-
es (25.4%). A large proportion of women experienced TF violence once (40.4%), while one in four
women experiences such violence daily or weekly.

Virtual‘places’ of violence. Facebook and Instagram are the platforms most reported by women
as places where they experienced violence, as every third woman who experienced technology-fa-
cilitated violence had that experience on one of these two platforms. One in ten women experi-
enced TF VAW on TikTok, e-mail or messaging applications such as Skype, Snapchat, Messenger,
Viber or similar. The platforms on which women experienced TF violence differed by country and
region, with Western Balkan women having more violent experiences on Facebook than women
in other countries, women from Albania and Turkiye pointing more to Instagram, and women from
Central Asia pointing more to WhatsApp and Telegram.

Perpetrators. The majority of technology-facilitated VAW is perpetrated by unknown persons
(50.3%) or persons known only on the internet (17.5%). However, almost one third (32.1%) of tech-
nology-facilitated violence is perpetrated by persons in women'’s social proximity, such as partners,
family members, friends, acquaintances, colleagues, bosses or co-students, and therefore may
represent an extension of offline violence. While unknown perpetrators and those only known to
women on the internet are more inclined to commit violence in the forms of hacking women’s
accounts and sharing offensive or other unwanted content or messages, partners are more likely
to use threats or controlling acts, while family members combine controlling acts with sexual ha-
rassment, and bosses are more linked to acts in the forms of sexual harassment. Although all forms

| 11
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of violence regardless of perpetrator occur mainly on Facebook and Instagram, there are certain
differences between perpetrators related to types of platforms they use in acts of violence: partners
more often use Twitter, WhatsApp, and meeting tools; friends and acquaintances more often use
Telegram, TikTok, and online gaming platforms; while persons only known to women online more
often use Facebook, Instagram and dating platforms.

Risk factors. The risks of TF VAW are not evenly distributed among women with different socio-de-
mographic backgrounds.

« Younger women are at higher risk of TF VAW than older women: the probability of experiencing
TF VAW is 4 times higher for women aged 18-24 than for those over age 65.

o Women with education beyond primary level are at higher risk than women with primary
school education, and the risk is highest for women with secondary technical training.

o LGBTQ+ women, women from bigger cities and divorced women also face a higher risk of TF
VAW.

« Employment status has no influence on the risk of TF VAW.

Some risk factors are related to online activities and communication-related practices and be-
haviours:

o Women who spend more time on the internet are at higher risk of being exposed to violence.

o The risk is highest for women participating in online gaming, followed by women who most
often use social media messaging applications, such as Snapchat, Viber, Facebook or Instagram,
and then women who use Telegram.

« Having a public profile on internet platforms, particularly across multiple sites, and having a
larger number of friends and followers also increase the risk of experiencing violence.

Consequences of TF VAW. Two thirds of women subjected to TF VAW reported feeling emotional
consequences, unsafety or embarrassment as a result. One in ten women reported that violence
damaged their personal social relations with others. The consequences are more prevalent among
women who were exposed to repeated violence compared to women with one-off experiences
of TF VAW, with the exception of embarrassment, which is more present among women who ex-
perienced a single violent incident. Women whose perpetrators were current or former partners
were more likely to suffer psychological consequences, while those whose perpetrators were boss-
es were more likely to feel unsafe, and those whose perpetrators were persons only known on the
internet were more likely to feelembarrassed.

Women who have experienced any form of technology-facilitated violence feel less safe online.
They are also more cautious in digital communication and more often utilize various precautionary
measures, such as turning off webcams and location sharing, using different passwords for different
accounts, customizing privacy settings on platforms, and only communicating with persons they
know offline.

Experiences of violence discourage women from expressing themselves on the internet, and a sig-
nificant proportion becomes accustomed to violent attacks, potentially leading to increased toler-
ance for violence and a less proactive approach to combat it.

Reporting and combating TF VAW. After experiencing TF VAW, the majority of women took steps
to increase their safety on the internet, such as to block, mute or unfriend the person who caused
harm (36.6%). Women rarely report cases of violence to the police (7.1%) or other institutions (4.5%
to human rights institution, 2.6% to educational facility), and even less so to non-governmental orga-
nizations (2.5%); less than half of women reported their experience to friends or family (43.8%). The
reasons for not reporting are the belief that nothing will be done, lack of trust in institutions, fear that
confidentiality will not be respected and fear that they will be blamed for the experience.

Women who asked for support from their partner, family or friends often received support. A high
proportion of all women participating in the survey (70.4%) would like stronger accountability and
responsibility from companies that own internet platforms and apps, more effective protection
from institutions (66.5%), and more awareness raising in order to empower women to prevent,
report or counter TF VAW (69.7%).
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Governmental stakeholders. There is a consensus among interviewed representatives of gov-
ernmental gender equality mechanisms and institutions engaged in response to violence against
women - e.g., police (including cybercrime police), judiciary, social protection — that technology-fa-
cilitated violence against women has increased in frequency and intensity since the outbreak of
the COVID-19 pandemic. At the same time, they are aware of their limited capacities to adequately
respond to these new trends, and they have proposed ways to further improve legislation, policies,
measures, instruments, and practices in response to TF VAW. A systematic lack of statistical data and
administrative evidence on TF VAW was noted across the countries.

Multisectoral mechanisms are established to varying extents in the countries of the region, but
they are often ineffective even for offline dimensions of VAW, for which they are mainly responsible.
Meanwhile, TF VAW is mostly under the responsibility of cybercrime police. However, according
to testimonies, cybercrime police are not sufficiently equipped to effectively address the growing
issue of TF violence against women, are often more focused on TF violence against children, and are
not integrated into multisectoral cooperation mechanisms.

Cooperation with the internet platforms on which violence occurs and between stakeholders in
the region or in the broader international community is crucial, as TF VAW has no borders. However,
qualitative research reveals that cooperation is limited and that there are still obstacles in identifying
perpetrators and processing cases in cross-border situations.

Civil society perceptions and response. Similar to governmental stakeholders, civil society or-
ganizations, whether they are direct service providers, advocacy-oriented activists in the area of
women’s rights, or gender equality experts, are much more engaged in the ‘traditional’areas of gen-
der-based violence and VAW. Only a few are particularly focused on technology-facilitated violence.
During focus group discussions and interviews, they often emphasized that technology-facilitated
dimensions of violence are increasingly present in their work. They also described various forms of
technology-facilitated violence they face in their work and highlighted categories of women who
are at higher risk of being exposed to such violence. This includes women in divorce procedures,
women in public positions (e.g., politicians, journalists, activists), women from ethnic minorities,
young women, women in rural areas, women living with disabilities, LGBTQI+ women, women with
HIV, and women affected by earthquakes or war (such as refugees, IDPs, and victims of conflict-re-
lated sexual violence).

Research found very innovative approaches among CSOs that specialize in addressing TF VAW. Un-
fortunately, there aren't many such organizations. The majority of organizations lack knowledge and
skills to engage with TF VAW, even when it comes to adequately addressing technology-facilitated
dimensions of cases of domestic and partner violence, which are often a focus of their work. Regard-
ing the main challenges in addressing TF VAW, organizations reported inadequate legal frameworks,
lack of awareness and underreporting, problems in referrals and cooperation with public service
providers, the weak role of the education sector in preventing and screening for TF violence among
children and young people, difficulties related to cross-border cases, and a lack of knowledge and
tools. As one of the conclusions, participants emphasized the need to create new alliances with IT
organizations in order to develop new capacities and approaches in preventing and combating TF
VAW. Some innovative solutions were uncovered during the research which can be used as good
practices that can be further replicated or inspire other organizations to transform their practices.

13
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RECOMMENDATIONS

Based on the research findings and proposals of governmental and non-governmental stakeholders participating in the
qualitative survey, as well as the suggestions and recommendations provided by UN Women offices and members of the
Technical Advisory Board, sets of recommendations are proposed for relevant stakeholders.

Improving legal and policy instruments

In consultation with relevant stakeholders, including victims of TF VAW and women'’s organizations,
state actors should develop, amend and expand legislation and policies to address digital dimen-
sions of VAW, strengthen their implementation, and fast-track processes to prevent, eliminate and
respond to TF VAW. Laws and policies should also ensure the responsibility of perpetrators, includ-
ing in the case of transborder acts of violence, and accountability of the technology sector, includ-
ing through a firmer control over digital and communication technologies and online media to
prevent and address TF VAW, hate speech, gender stereotypes, and sexual abuse.

International and regional organizations should advance and promote international and re-
gional frameworks on TF VAW, produce guidance on states’ alignment with such frameworks, and
ensure that relevant frameworks under preparation are gender-sensitive and sufficiently address
TF VAW. Furthermore, EU institutions should leverage EU accession processes to encourage and
support EU candidates and potential candidate countries to align national legislation with the EU
legal framework related to TF VAW.

The technology sector, including social media, online gaming and IT companies, should
closely monitor the development of the international and national legal frameworks for protection
from TF VAW and align their ‘community guidelines'to international norms.

Improving multistakeholder coordination on TF VAW

At national level, all stakeholders must strengthen their cooperation and coordination in order
to achieve a robust multisectoral approach to prevent and respond to TF VAW.

At international level, all stakeholders, with an emphasis on state actors, should ensure more
effective cooperation among national police forces and allow victims to report violence to the po-
lice in their own countries rather than in perpetrators'countries. All stakeholders should also engage
in regional and bilateral knowledge exchanges to learn from other countries and establish more
coordinated efforts.

International coalitions and networks such as the multistakeholder Generation Equality Action
Coalitions on Technology and Innovation for Gender Equality and on Gender-Based Violence which
share TF VAW as a common priority and the Global Partnership for Action on Gender-Based Online
Harassment and Abuse can leverage their commitments and goals to accelerate progress towards
ending TF VAW and engaging more state and non-state partners to participate in these global ef-
forts.

Conducting whole-of-society prevention strategies

(ih All stakeholders, state and non-state, should raise awareness among relevant professionals on the

% magnitude, manifestations and consequences of TF VAW, as well as encourage a more proactive
role of the education system in raising student and teacher awareness on TF VAW. Digital literacy
and knowledge should be advanced among the general population to improve personal security
while using digital and communication technologies, which should also be reflected in national
gender equality policies and programmes. Finally, men and boys should be educated on the forms,
dimensions, severity and consequences of TF VAW, with a particular focus on the forms and dimen-
sions that may already be normalized or are at risk of being normalized, as well as more generally on
equitable masculinities and non-violent communication.
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The technology sector has an important role to play, by its outreach, to contribute to prevention
efforts to change social norms and attitudes and should develop educational resources to raise
awareness on TF VAW and the importance of nonviolent and safe communication and use of tech-
nologies.

Media outlets should improve their awareness and understanding of TF VAW, and journalistic stan-
dards and codes should be revised to include ethical considerations related to TF VAW. Further, the
media should raise awareness about TF VAW and accurately report on cases of TF VAW rather than
minimizing or romanticizing the actions and their impact on victims.

Improving multistakeholder response to TF VAW

State actors should ensure that general and specialized services address TF VAW and meet the
needs of particularly vulnerable women. In countries where cybercrime police are mandated with
investigating TF VAW, they should be more systematically integrated into multisectoral mecha-
nisms, and their roles in responding to TF VAW should be defined more clearly in bylaws or proto-
cols. Specific protection mechanisms should be developed to protect women in the public eye as
they are more often exposed to TF VAW.

Civil society organizations should expand their services to cover dimensions and forms of TF VAW
as well as strengthen cooperation and coordination among CSOs to more effectively and cohesive-
ly counter TF VAW.

The technology sector should proactively, promptly and effectively monitor and remove hate
speech, sexist and misogynistic content and incidents of TF VAW, including by improving response
to platform-based reporting mechanisms. They should also enhance their cooperation with law en-
forcement to improve response time to cases of TF VAW and more rapidly lock or remove offenders’
accounts.

Empowering CSOs and women'’s rights organizations

State actors, as well as international and regional organizations, should support CSOs to
strengthen their capacities to fully understand and provide services for TF VAW, as well as include
CSOs as key partners in the development of programmes, policies and legislation related to TF VAW.
They should also ensure sustainable funding for CSO services providers, outside of project-based
funding.

Improving data and evidence

International and regional organizations are well positioned to lead the way on improving data
collection on TF VAW, particularly through the development of global standards and guidance on
the collection of data on TF VAW. Further, statistical surveys on VAW should encompass technolo-
gy-facilitated dimensions. In the European region, learnings from methodologies to collect survey
and administrative data on TF VAW developed by Eurostat, EIGE and FRA should feed and inform
further regional and global methodological developments in this area.

State actors should also strengthen and better coordinate administrative data systems on TF VAW,
and administrative data reports should be regularly shared and should clearly present (anonymized)
findings. State actors should also fund and produce research on TF VAW to serve as an evidence
base for designing campaigns to counter it. Finally, states should monitor the proportion of funds
from public budgets or international aid allocated to prevention and response to TF VAW to ensure
sufficient allocation.

Civil society organizations that provide services to victims of VAW should develop and improve
their internal collection of administrative service data to screen for and document incidents of TF
VAW.

| 15



Orange the World 2022 - Bosnia and Herzegovina.
Photo: © UN Women/Sergej Cukovic

1-INTRODUCTION



The dark side of digitalization: Technology-facilitated violence against | 17
women in Eastern Europe and Central Asia

BACKGROUND

Technology and digitalization undoubtfully provide powerful tools for women's empowerment. They expand women'’s op-
portunities to access information, knowledge and services; to connect with others; and to pursue their interests and advocate
for their rights, among other benefits. However, in a context of rampant gender-based violence against women grounded in
structural gender-based inequalities and widespread patriarchal norms, technology also provides powerful tools for perpetra-
tors to commit and intensify violence against women. At the same time, advancements in technology and their subsequent
appropriation for gender-based violence against women occur at a much faster pace than the state or civil society is able
to respond. Due to the latency of responses and insufficient support for victims, the forms, intensity and spaces of violence
against women have been expanding, contributing to growing feelings of unsafety, discouragement and withdrawal from
online public spaces.

In line with UN Women's commitment to end violence against women, as emphasized in the Strategic plan 2021-2025, the UN
Women Europe and Central Asia (ECA) Office has implemented comprehensive research on technology facilitated violence
against women (TF VAW) in 13 countries of the ECA region: Albania, Bosnia and Herzegovina, Georgia, Kazakhstan, Kosovo,®
Kyrgyzstan, Moldova, Montenegro,® North Macedonia, Serbia, Tajikistan, Turkiye, and Ukraine.

In 2023, UN Women produced a scoping review on the state of data and evidence on technology-facilitated VAW to review
availability of data and highlight data gaps.” The comprehensive research presented in this report was designed based on
the findings of that scoping review, with the aim to fill critical gaps and provide methodological lessons that can inform the
further development of global standards for the measurement of technology-facilitated VAW.

PURPOSE AND OBJECTIVES

With this research, UN Women ECA intended to better understand the types and prevalence of TF VAW in the region and its
consequences on women and women's attitudes, experiences and access to services, while at the same time exploring the
existing normative and institutional context and role and perspective of relevant stakeholders in providing prevention and
support services to survivors of such violence.

The importance of this research is multi-fold:

j> It provides insights in an area of VAW where there are still critical data gaps and a lack
o-{]j} of precise and systematic insights.
(@)
It examines how various key stakeholders perceive technology-facilitated VAW, how
\ they work with or around them, and their roles and capacities to address them adequately.
| 000 I It offers recommendations for global, regional and national processes aiming at
improving legislation, policies and institutional responses toward more effective prevention
00 | and protection related to TF VAW.

5 References to Kosovo shall be understood to be in the context of UN Security Council Resolution 1244 (1999).

6 Montenegro was not included in the web-based survey due to the cost of web-based randomized research in the context of a small population.
However, Montenegro was included in the qualitative research, and having in mind similarities in the technology facilitated VAW and more broadly
women’s situation in the Western Balkan countries, the findings obtained from the web-based survey for neighbouring countries are very much valid
for Montenegro as well.

7 UnWomen, WHO, The state of evidence and data collection on technology-facilitated violence against women (2023), https:./www.unwomen.org/en/
digital-library/publications/2023/04/brief-the-state-of-evidence-and-data-collection-on-technology-facilitated-violence-against-women
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RESEARCH COMPONENTS

The research included several components:

Large scale web-based
survey with the
participation of over
12,000 women
across the region

o Mapping of relevant
normative and
policy frameworks
at global, regional and
national levels

Structure of the report

1. Conceptual
framework and research
methodology

2. Normative and
policy framework

4. Stakeholder’s
engagement

e Qualitative research aimed
at capturing the perspective of
governmental and non-governmental
stakeholders and women's experiences
with different forms of TF VAW.

3.Women'’s
experiences with
TF VAW

5. Conclusions and
recommendations
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2.1 CONCEPTUAL FRAMEWORK

One of the obstacles noted globally by various stakeholders
is the lack of a unified, broadly agreed definition of technol-
ogy-facilitated violence. Different organizations use different
terms. For example, the EU uses the term cyber violence,
while academic literature often references digital violence,
etc. These differences are important because they reflect
differences in the conceptual approach in understanding TF
VAW and its scope — which specific forms it encompasses (for
example, whether it encompasses only online violence or
also offline forms that are linked to the use of technology in
intimate partner, domestic or other form of violence perpe-
trated by persons from women's networks and environment).

The conceptual framework that was adopted for the pur-
pose of this research, including the definition of technolo-
gy-facilitated VAW, are informed by the ongoing discussion
coordinated by UN Women and the WHO? According to
this discussion, TF VAW is understood as an expression of
the gender-based discrimination that exists online and of-
fline.? Offline and technology-facilitated VAW are not sepa-
rate forms, but rather could be understood as a continuum
in which some forms occur only offline, some occur only
through the use of digital technologies, and many include
both offline and technology-facilitated components.’® Re-
gardless, the risk factors, consequences and underlying
causes — such as structural gender inequalities, misogyny
and unequal power between women and men - remain the
same. Violence and fear of violence can lead to self-censor-
ship and the withdrawal of women, restricting their access
to the internet and technologies which are of crucial impor-
tance for many aspects of social inclusion and participation,
including in education, employment, politics and social life.

There are two main categories of technology-facilitated VAW,
which are often overlapping rather than mutually exclusive:

1) VAW that is committed using technology and that tar-
gets victims/survivors in digital spaces and online plat-
forms (e.g., social media, dating apps through their dig-
ital devices);

2) VAW that occurs offline, such as domestic violence or
sexual assault, that is aggravated by using technology,
for example extending controlling behaviour through
electronic tracking and surveillance of the victim/sur-
vivor.

While TF VAW has forms and characteristics similar to those
of other forms of VAW, it has also some distinct features:

o Reach, transmission and speed: easy and rapid dissem-
ination of information and content through multiple
platforms comprised of vast networks;

o lLackof inhibition: enhanced anonymity offered by dig-
ital and virtual spaces through encryption and privacy
protocols allows users to be uninhibited and to behave
with impunity. It also presents particular challenges in
identifying perpetrators;'?

» Hard to eliminate: violent content becomes persistent,
difficult to remove and therefore, re-traumatizing.

As with the basic definition of gender-based VAW, existing
conceptualizations of technology-facilitated VAW are root-
ed in the ideology of men’s entitlement and privilege over
women, social norms regarding masculinity and the need
to assert male control or power, enforce gender roles.” Ad-
ditionally, technology-facilitated VAW often includes several
key elements as emphasized by UN Women and the WHO
in discussion on the definition of TF VAW:

o Privacy. Unauthorized access to and dissemination of
data cause distress and damage. Personal information
and data retrieved by a perpetrator made public with
malicious intent clearly violates the right to privacy.™
Further, breaches of privacy based on gender, gender
identity and expression are a systemic form of denying
human rights, frequently reflecting and perpetuating
unequal social, economic, cultural and political struc-
tures and norms, with consequences for society as a
whole.”

« Consentisanimportant element, particularly regarding
the re-sharing of intimate sexual content originally in-
tended solely for a specific individual recipient. Consent
should be informed, active and ongoing. It may also be
conditional and temporal (e.g., photos shared with inti-
mate partners for the duration of the relationship).

o Freedom of expression is not restricted by the ini-
tiatives to eliminate TF VAW. Contrary to that, the elim-
ination of TF VAW enhances freedom of expression by
ensuring that women and girls are able to exercise their
right to freedom of expression without fear of harass-
ment and violence.

8 UNWomen, WHO, joint programme on violence against women data, Foundational Expert Group Meeting (EGM) on Online and technology-facilitated
violence against women and girls: Towards a common definition. Background Note. New York, USA, 15-16 November 2022.

9 Ibid.

10 Ibid, see also EIGE, Combating Cyber Violence against Women and Girls, 2022. https://eige.europa.eu/publications-resources/publications/combat-
ing-cyber-violence-against-women-and-girls?language content_entity=en

I Ibid.
12 Onthe other hand, anonymity is critical to protect privacy.

13 CEDAW, General recommendation No. 35 on gender-based violence against women, updating general recommendation No. 19.

14 UNSRVAW Report, para. 36.

15 Report of the Special Rapporteur on the right to privacy, 2018, https:/digitallibrary.un.org/record/1656178




« Harm caused by TF VAW is real and diverse, affecting
the mental and physical health of those targeted, un-
dermining their confidence and autonomy, stigmatiz-
ing them and generating fear, shame, and professional
and reputational damage.' The effect is also to silence
women'’s voices by denying equal access to technology
and the internet.

« Perpetrators may be primary (the person from whom
the TF VAW content originates), or secondary (others
who view, download and/or re-share the material). /

o Victims/survivors could be specific targets, groups of
women and women in general, in the case of broader
symbolic violence, such as misogyny spread through
internet discourses and messages. Particularly vulnera-

The dark side of digitalization: Technology-facilitated violence against
women in Eastern Europe and Central Asia

ble are adolescents (girls but also boys). Targets could
be public figures, such as women politicians, journalists,
celebrities and civil society advocates, who are often ex-
posed to violence in order to be silenced. In some cases,
victims are women and girls who are exposed to certain
materials without their consent (such as rape videos or
similar).

o ICT intermediaries are platforms, apps and other
intermediaries that bring together or facilitate transac-
tions between third parties online or in digital spaces.
They give access to, host, transmit and index content,
products and services originated by third parties on the
internet or provide internet-based services to third par-
ties. Their role in eliminating TF VAW s critical.

2.2 DEFINITION OF TECHNOLOGY-FACILITATED
VIOLENCE AGAINST WOMEN

Until recently, the international community has lacked a
shared definition of TF VAW, which has been one of the fore-
most challenges to collecting data and producing compa-
rable research on this type of gender-based violence. Rec-
ognizing this key barrier, as a part of the Joint Programme
on Violence against Women Data of UN Women and World
Health Organization (WHO), an expert group meeting was
convened in November 2022 with the aim to develop a
common, comprehensive definition of TF VAW that could
be used as the basis for developing tools to begin to fill the
data gap around the prevalence and characteristics of TF
VAW. The resulting definition builds on the work from aca-
demics, governments, national statistical offices, feminist
movements, international organizations and other gender
equality advocates.

Technology-facilitated violence against women
is ‘any act that is committed, assisted, aggravated
or amplified by the use of ICTs or other digital tools,

that results in or is likely to result in physical, sexual,
psychological, social, political or economic harm, or
other infringements of rights and freedoms.’

Expert Group Meeting report
Technology-facilitated violence against women:
Towards a common definition (2023)'®

In this definition, ICT"is an umbrella term that includes mo-
bile phones, the internet, social media platforms, computer
games, text messaging, email and other related technolo-
gies. In addition, the definition includes other digital tools,
such as GPS, navigation systems and similar. In line with the
guidance of the Report of the Special Rapporteur on vio-
lence against women and girls, its causes and consequences,
this definition uses the term ‘women’to include girls, when-
ever applicable, recognizing that young women and girls are
often targets of technology-facilitated violence.” The defi-
nition also acknowledges that perpetrators of TF VAW use
a variety of technology-based tactics to enact harm. Some
of these are unique to digital contexts, including: doxing,
gender-based trolling, hacking, cyber grooming, using fake
accounts and image-based abuse.

TF VAW also includes behaviours that are not unique to dig-
ital contexts (e.g., harassment, stalking and exploitation) but
may be assisted, aggravated or amplified by the use of ICTs
or other digital tools. Essentially, this framing acknowledges
that while TF VAW has its own distinct features, it is “part of
the continuum of multiple, recurring and interrelated forms
of gender-based violence!? It is also noted that while UN
Women and WHO employ the term TF VAW, others may re-
fer to technology-facilitated gender-based violence, but the
common definition describing the phenomenon remains
the same.

16 Irene Khan, Report of the Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression, A/76/258, 30 July

2021.

17 Aziz, Due Diligence and Accountability for Online Violence against Women (2017). https://duediligenceproject.org/wp-content/uploads/2019/05/
Paper-on-Due-Diligence-and-Accountability-for-Online-Violence-against-Women-make-this-active-link.pdf

18  https/www.unwomen.org/sites/default/files/2023-03/Expert-Group-Meeting-report-Technology-facilitated-violence-against-women-en.pdf

19 UNWomen, WHO, Technology-facilitated violence against women: taking stock of evidence and data collection, https://www.unwomen.org/en/digi-
tal-library/publications/2023/04/technology-facilitated-violence-against-women-taking-stock-of-evidence-and-data-collection

20 Ibid
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Forms of TF VAW: a short indicative selection of commonly researched forms

00

00600

‘Sextortion’ - use of ICT to blackmail a victim. In such cases, the perpetrator threatens to
release intimate pictures of the victim in order to extort additional explicit photos, videos,
sexual acts or sex from the victim.

‘Doxing’ — publication of private information, such as contact details, on the internet
with malicious intent, usually with the insinuation that the victim is soliciting sex
(researching and broadcasting personally identifiable information about an individual
without consent, sometimes with the intention of exposing the woman to the “real” world
for harassment and/or other purposes). It includes situations where personal information
and data retrieved by a perpetrator is made public with malicious intent, clearly violating
the right to privacy.

“Trolling’ — posting of messages, the uploading of images or videos and the creation of
hashtags for the purpose of annoying, provoking or inciting violence against women and
girls. Many “trolls” are anonymous and use false accounts to generate hate speech.

‘Online mobbing and harassment’ — online equivalents of mobbing or harassment
on social platforms, the Internet, in chat rooms, instant messaging and mobile
communications.

‘Online stalking’ - repeated harassment of individuals, perpetrated by means of mobile
phones or messaging applications, in the form of crank calls or private conversations on
online applications (such as WhatsApp) or in online chat groups.

‘Online sexual harassment’ - any form of online unwanted verbal or non-verbal
conduct of a sexual nature with the purpose or effect of violating the dignity of a person,
in particular by creating an intimidating, hostile, degrading, humiliating or offensive
environment.

Non-consensual intimate image (NCIl) abuse (often

mischaracterized as ‘revenge porn’?') - the non-

consensual online dissemination of intimate images,

obtained with or without consent, with the purpose of a
shaming, stigmatizing or harming the victim.

Report of the special Rapporteur on violence against women, its causes
and consequences on online violence against women and girls from a
human rights perspective.

The term revenge porn'is often used in discussions. However, the term should be avoided, as it minimizes the impact of this crime on people’s lives.
The term ‘pornography’ does not denote the non-consensual nature of the act, and the term revenge’ only focuses on the presumed motive of the
perpetrator, excluding the experience and rights of the victim. Moreover, many perpetrators are not motivated by revenge or by any personal feelings
towards the victim and not all content may be understood popularly as pornographic.
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2.3 RESEARCH METHODOLOGY

As noted, the research involved several components:

o Desk review of relevant documents and existing re-
search on TF VAW

« Mapping of normative and policy framework relevant
for TF VAW

o lLarge scale web-based survey

o Qualitative research

Desk review of relevant documents
and existing research on TF VAW

A desk review was conducted during the preparatory stage
of the research to conceptualize and design the methodol-
ogy as well as to collect insights from existing literature and
research on TF VAW conducted by UN Women, academia
and other research organizations. The list of reviewed litera-
ture is provided in the references section.

Mapping of normative and policy
framework

Because of resource constraints, the mapping was designed
as a 'light mapping’ and not an in-depth legal analysis. As
such, it provides basic insights into processes focused on
the development of legal and policy frameworks and the
recognition and inclusion of online and technology facilitat-
ed violence in key conventions, laws and strategies/action
plans at global, regional, and national levels. More detailed
information on mapping methodology and documents re-
viewed can be found in Annex 1.

All legal and policy documents (listed in Annex 1) were re-
viewed directly, and not through secondary sources or pol-
icy analyses. In some countries with more elaborate frame-
works, additional insights were provided, but still not in the
form of thorough legislative and policy analysis.

The mapping was conducted with valuable linguistic and
translation assistance from UN Women teams.

Web-based survey

A web-based survey was conducted from January to June
2023 by the independent research agency RIWI, which spe-
cializes in web-based surveys using a methodology partic-
ularly suited for sensitive topics such as violence against
women (more on RIWI Methodology in Annex 1). The
sample included 12,527 women aged 18 years and above,
with at least 1,000 from each participating country: Albania
(1,000), Bosnia and Herzegovina (1,106), Georgia (1,002), Ka-

zakhstan (1,011), Kyrgyzstan (1,006), Kosovo (1,007), Moldo-
va (1,001), North Macedonia (1,006), Serbia (1,200), Tajikistan
(1,008), Turkiye (1,180), and Ukraine (1,000). The survey was
offered in local languages and included 22 questions for all
respondents and an additional 12 questions for those with
experience of online and technology- facilitated violence.

Operational definition of TF VAW. To adequately mea-
sure experiences of technology-facilitated violence (both
overall prevalence and prevalence of specific forms), the
questionnaire utilized act-based definitions. It provided a
list of acts of TF VAW from which respondents could select,
allowing for multiple responses. The questionnaire also in-
cluded an “Other” option for respondents who felt the list
wasn't comprehensive and wanted to report an act of vio-
lence not mentioned, as well as a “None of the above” op-
tion for those who hadn't experienced TF VAW. Those who
selected any of the listed acts were categorized as women
who have experienced technology-facilitated VAW:

a. Received inappropriate sexual advances or sexual con-
tent on social networking websites;

b. Been pressured to share sexually suggestive or explicit
images / messages;

¢ Had someone threaten to reveal / share personal infor-
mation without their consent (such as images, contact
information, sexually explicit content);

d. Private information was revealed without their consent
(such as images, contact information, sexually explicit
content);

e. Received unwanted or offensive content and/or mes-
sages;

f.  Had someone monitor their phone calls, messages or
posts to see who they are communicating with;

g. Had someone monitor their location in a way that made
them feel controlled;

h. Their private accounts and web pages were hacked;

i.  Received threats (e.g,, of violence, towards family, etc);

j. Photos manipulated and/or electronic defamation;

k. ‘Others, please specify.

Similarly, those who picked “None of the above” were
grouped as women who did not report having experi-
enced TF VAW,

Characteristics of the sample. As shown in Figure 1, the
sample consisted of women of a variety of socio-demo-
graphic profiles, with a higher proportion of respondents
who are young adults and middle aged, have secondary or
tertiary education and live in larger cities. Respondents also
tended to be married, employed and of heterosexual or un-
declared sexual orientation.
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Figure 1: Socio-demographic profile of women participating in the survey, regional level data
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More details on the methodology of the web-based survey are available in Annex 1.
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Qualitative research

Qualitative research was informed by the preliminary find-
ings of the web-based survey. It was conducted with vari-
ous stakeholders across all the 13 countries included in the
research. The objective of this research component was to
delve deeper into awareness and understanding, experi-
ences related to handling cases of TF VAW, capacities, and
challenges in addressing TF VAW in each country through
targeted focus group discussions and semi-structured inter-
views. This component included:

o Focus groups and interviews with 57 representatives
of civil society organizations (women's rights organi-
zations, service providers for women survivors of VAW,
activists, feminists, and gender experts);

o  Focus group discussions and interviews with 20 repre-
sentatives of state institutions and service providers in
response to VAW, including representatives of cyber-
crime units;

o Interviews with 5 representatives of national gender
equality mechanisms; and

o Interviews with 5 representatives of national human
right independent (governmental) institutions.

The dark side of digitalization: Technology-facilitated violence against
women in Eastern Europe and Central Asia

Research design envisaged conducting the qualitative re-
search activities with same stakeholders in each country,
including representatives of CSOs, representatives of state
service providers, a representative of the national gender
equality mechanism, and a representative of human rights
oversight institutions. However, the response rate varied: in
some countries, all types of stakeholders were responsive,
while in others only certain stakeholders participated. A de-
tailed list of participants is presented in Annex 1.

The qualitative research encompassed several in-depth in-
terviews with young women who had diverse experiences
of TF VAW, who were identified with the assistance of CSOs. It
also included media-based research and analysis of specific
cases of TF VAW, offering more detailed insights or showcas-
ing particular examples of TF VAW.

Ethical principles

The research was designed and its components imple-
mented with strict ethical protocols, ensuring the highest
standards pertinent to the sensitive research topic. This was
done to prevent any harm to respondents, including poten-
tial secondary victimization for individuals with experience
of GBV, and to ensure voluntary participation, confidentiality,
and anonymity. The ethical protocols were crafted in accor-
dance with UN Women'’s principles on research ethics? and
programming and WHO ethical and safety recommenda-
tions for intervention research on VAW.%

Rigorous ethical standards were also applied to data access
and storage, as well as presentation of findings. The original
dataset is fully anonymized to ensure that no data could be
used to reveal the identity of respondents. Data protection
protocols, designed according to the highest standards by
the data collection company, established data safety in stor-
age and transfer and in later stages of analysis (more details
in Annex 1). While anonymity and confidentiality were rel-
atively easy to ensure for quantitative data, the qualitative
research required more careful data management. Despite
the fact that qualitative research encompassed a diversity of
stakeholders, some are unique and could be easily identified
if their institution and country were specified. Given the re-
search’s commitment to confidentiality and anonymity for
all respondents, the qualitative component of the report
consistently avoids references that might disclose their iden-
tities. Thus, when sources are cited, only one background
characteristic is mentioned — either the type of institution/
organization or the country/sub-region.

22 UNWomen, Principles of research ethics, https:/wrd.unwomen.org/practice/resources/principles-research-ethics

23 WHO, Ethical and safety recommendations for intervention research on violence against women, https:/www.who.int/publications/i/

item/9789241510189
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KEY FINDINGS:

International, regional and national actors are still in the early stages of addressing technology-facilitated violence
against women (TF VAW), and the countries included in this research are no exception.

Global processes have intensified during the last several years, driven by the concurrent processes undertaken by
the UN General Assembly, Secretary General, UNSRVAW and Commission on the Status of Women (CSW), which
have been supported by the work of UN Statistical Commission,”* WHO and UN Women. These processes advance
the development of a common understanding to enable further progress regarding legal frameworks, data col-
lection, research and statistics and other initiatives. Gender mainstreaming of the International Convention on
countering the use of information and communications technologies for criminal purposes adds to the number
of ongoing processes related to developing legal instruments to prevent and combat TF VAW.

European regional processes are marked by various initiatives of the Council of Europe and EU. One of the crucial
milestones is the effort to reaffirm the Istanbul Convention and its relevance for TF VAW in GREVIO recommenda-
tion No. 1.

As with most countries worldwide, countries in the ECA region do not have an adequate legal and policy frame-
work to address TF VAW. This mapping exercise showed that only in a few cases key laws address TF VAW directly,

at least to some extent. The same is found for current gender equality and EVAW policies.

Technology-facilitated violence against women is not a new
phenomenon, having developed jointly with information
and communication technologies and globalizations pro-
cesses. However, attention to this form of violence increased
during the COVID-19 pandemic when the use of the inter-
net and other ICT communications increased in response to
anti-COVID measures that restricted in-person communica-
tion. In this chapter, we provide an overview of processes
that initiated or contributed to increased attention and work

on this issue in the areas of conceptualization, data collec-
tion, research, as well as to the improvement of international
legislative and policy framework in response to it. The chap-
ter also provides an overview of the current positioning of
TF VAW in key global human rights conventions and plat-
forms. The EU framework is also included as relevant for ECA
countries, whether through EU enlargement or EU neigh-
bourhood policies, which influence the framework and re-
sponse to VAW.

3.1 GLOBAL INSTRUMENTS AND INITIATIVES

3.1.1 Key processes

Until recent years, the focus on gender equality and wom-
en’s rights in the context of technology was more directed
towards areas such as education, employment and empow-
erment, and less on the issue of VAW. To inform the negoti-
ations of the 67 session of CSW, UN Women conducted in
2022 an analysis of normative frameworks on gender per-
spectives in technology and innovation.?” The overview of
initiatives and milestones presented in that analysis shows
that since the Fourth World Conference on Women in 1995,
the Commission on the Status of Women has adopted
agreed conclusions related to gender equality in the
context of technology twice — in its 47th session (2003)
related tO ICT and media-based violence against women
and in its 55" session (2011) related to women’s and girl's

access to technology with a focus on education and training
in the field of science and technology and their employment
in these sectors. Otherwise, the number of references relat-
ed to technology in agreed conclusions of sessions have
been minimal, and the primary focus has remained on ac-
cess to technology, the digital gender divide, innovation and
technology in education and employment.®

Since then, the UN General Assembly, the Human Rights
Council and the Committee on the Elimination of Discrim-
ination against Women have drawn attention to the issue of
TF VAW. In its 2014 resolution 68/181, the General As-
sembly expressed concerns regarding technology-related
violations and abuses against women human rights defend-
ers?”” The CEDAW Committee included mention of TF
VAW in its General recommendation No. 36 (2017).%

24 Atthe 54th Session (2023) of the UN Statistical Commission, the need for methodological work to measure technology - facilitated was recognized:

https://unstats.un.org/UNSDWebsite/statcom/54

25  UNWomen (2022). Normative frameworks on gender perspectives in technology and innovation.

26 lbid.
27  https://digitallibrary.un.org/record/764453

28  https//www.ohchr.org/en/documents/general-comments-and-recommendations/general-recommendation-no-36-2017-right-girls-and
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The Human Rights Council issued a resolution 38/5
(2018) on preventing and responding to violence against
women and girls in digital contexts.?®

One of the cornerstones of UN global initiatives to improve
the international framework in response to GBV and VAW
was the 2018 Report of the Special rapporteur on vi-
olence against women, its causes and consequences
(UNSRVAW) on online violence against women and
girls from a human rights perspective * The report not-
ed that even though the core international human rights in-
struments, including those on women’s rights, were drafted be-
fore the advent of ICT, they provide a global and dynamic set of
rights and obligations with transformative potential, and have
a key role to play in promotion and protection of fundamental
human rights, including a woman’ rights to live a life free from
violence, to freedom of expression, to privacy, to have access to
information shared through ICT and other rights’ (Para 13). The
UNSRVAW recommended that the relevant UN treaty bod-
ies should coordinate with the support of OHCHR and UN
Women to tackle human right violations in general and on-
line, particularly related to online violence against women,
in their work, reports and recommendations (Para 92). States
were recommended to implement the principle that the
human rights and women'’s rights protected offline should
be protected online by the ratification and implementation
of all core human rights treaties (Para 94), and that States
should, in accordance with the principle of due diligence,
enact new laws and measures to prohibit new emerging
forms of online GBV (Para 95).

The resolution on countering the use of informa-
tion and communications technologies for criminal
purposes, adopted by the General Assembly in 2019 (A/
RES/74/247)" launched the establishment of an open-end-
ed ad hoc intergovernmental committee of experts and
representatives of all regions to elaborate a comprehensive
international convention on countering the use of informa-
tion and communications technologies for criminal pur-
poses, taking into full consideration existing international
instruments and efforts at the national, regional and inter-
national levels (Para 2). The ad-hoc group was established in
May 2021 and as of April 2023 had organized five sessions.
The last working version of the document reflects the efforts
to mainstream gender and address gender-based violence
against women and girls.

In December 2020, UN General Assembly adopted
Resolution on Intensification of efforts to prevent

and eliminate all forms of violence against women
and girls (A/RES/75/161), demonstrating increased com-
mitment to this cause? In the Resolution, the General As-
sembly calls upon all United Nations bodies, entities, funds
and programmes and the specialized agencies and invites the
Bretton Woods institutions to intensify their efforts at all levels to
eliminate all forms of violence against women and girls and to
better coordinate their work, with a view to increasing effective
support for national efforts to prevent and eliminate sexual ha-
rassment’ (Para 24). The Resolution requested a report from
the Secretary General based on information from UN bodies,
funds, programmes and special agencies and on informa-
tion provided by States.

The global framework was further developed with Council’s
resolution on Right to privacy in the digital age (48/4)
(2021),2* and corresponding General Assembly resolu-
tion (A/RES/75/176) which recognizes the importance
of the right to privacy to prevent gender-based vio-
lence and calls for implementing and strengthening gen-
der-responsive policies on privacy.3* The action against tech-
nology-facilitated violence is also becoming increasingly
significant for child protection. The Committee on the Rights
of the Child in its General Comment No. 25 (2021) calls for
the protection of children against technology-facilitated vi-
olence and online sexual exploitation and abuse.*

All these efforts are further strengthened by global advocacy
efforts led by multistakeholder initiatives for catalytic ac-
tion to address TF VAW, including through two of the Gener-
ation Equality Action Coalitions convened by UN Wom-
en: the Action Coalition on Gender-Based Violence and the
Action Coalition on Technology and Innovation for Gender
Equality, and the Global Partnership on Action on Gen-
der-Based Online Harassment and Abuse, for which UN
Women is the Technical and Policy Lead.

In August 2022, pursuant to the General Assembly Resolu-
tion on Intensification of efforts to prevent and eliminate all
forms of violence against women and girls, the Secretary
General submitted a report on Intensification of ef-
forts to eliminate all forms of violence against women
and girls (A/77/302)3% The Report, for which UN Women
analyzed data and coordinated information submitted by 35
Member States and around 10 UN agencies, was focused on
the urgent need to address VAW in digital contexts and con-
tains information on measures taken by Member States and
entities of the UN system to address VAW and contains con-
clusions and specific recommendations for future action.

29  https//www.ohchr.org/en/hr-bodies/hrc/regular-sessions/session38/res-dec-stat

30  https://digitallibrary.un.org/record/1641160?In=en#record-files-collapse-header

31 https://documents-dds-ny.un.org/doc/UNDOC/GEN/N19/440/28/PDF/N1944028.pdf?OpenElement

32 https:/digitallibrary.un.org/record/3896021?In=en
33 https:/daccess-ods.un.org/tmp/7922586.79866791.html
34 https./digitallibrary.un.org/record/3896430?In=en

35  https//www.ohchr.org/en/documents/general-comments-and-recommendations/general-comment-no-25-2021-childrens-rights-relation

36  https:/digitallibrary.un.org/record/3988297?In=en




As already noted, in November 2022, UN Women con-
vened 29 diverse stakeholders from 26 inter-governmental
organizations, government agencies, civil society, and the
academia, including gender policy specialists, researchers,
academics and statisticians to develop a shared definition
which builds on previous work from academics, govern-
ments, national statistical offices, feminist movements, inter-
national organizations and other gender equality advocates.
As an outcome, an agreement on a common definition was
reached, as presented in the previous chapter?’ Following
the dissemination of the proposed common definition, in
early March 2023, the UN Statistical Commission in its 54th
session called for the inclusion of measurement of TF VAW in
the agenda of the 55th session.*®

The 67" session of the Commission on the Status of
Women, convened in March 2023, as a priority theme had
“Innovation and technological change, and education in the
digital age for achieving gender equality and the empower-
ment of all women and girls”” In the agreed conclusions, the
Commission recognizes the need to ensure that human rights
are promoted, respected and fulfilled in the conception, design,
development, deployment, evaluation and regulation of tech-
nologies and to ensure that they are subject to adequate safe-
guards in order to promote an open, secure, stable, accessible
and affordable information and communications technology
environment for all women and girls’ (Para 15). The Commis-
sion further recognizes that ‘while technology can be used to
promote women'’s and girls’ full realization of civil, political, eco-
nomic, social and cultural rights, it can also be used to perpet-
uate gender stereotypes and negative social norms and create
vicious cycles, in which inequalities are amplified and perpetu-
ated through digital tools, and also recognizes the need to ad-
dress the impact of structural barriers to the realization of those
rights’ (Para 17). The agreed conclusions propose concrete
recommendations for governments, intergovernmental
bodies and other institutions, civil society actors and other
relevant stakeholders, to be implemented at the internation-
al, national, regional, and local level ¥

3.1.2 Key conventions

International human rights instruments set out States’ ob-
ligations to combat all forms of discrimination against
women, including technology-facilitated violence against
women, and to protect their human rights, including every
woman’s right to be free from violence. As pointed out in the
Report of the UNSRVAW on technology-facilitated violence
against women and girls from a human rights perspective,
core women's human right instruments, such as the Con-
vention on the Elimination of All Forms of Discrimination
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against Women (CEDAW), the Declaration on the Elimina-
tion of Violence against Women and the Beijing Declaration
and Platform for Action, predate the development of the In-
ternet and ICT, and consequently the emerging forms and
modes of perpetration of technology-facilitated violence
against women.

The Convention on the Elimination of All Forms of Dis-
crimination against Women has been progressively ana-
lyzed by the Committee on the Elimination of Discrimination
against Women, which has addressed technology-facilitated
violence against women in several general recommenda-
tions and concluding observations.

In its general recommendation No. 35 (2017), which com-
plements and updates the guidance to States parties set out
in general recommendation No. 19, the Committee made
clear that the Convention was fully applicable to technol-
ogy-mediated environments. The Committee notes that ’..
gender based violence against women remains pervasive in
all countries, with high levels of impunity. It manifests itself on
a continuum of multiple, interrelated and recurring forms, in
a range of settings, from private to public, including technolo-
gy-mediated settings and in the contemporary globalized world
it transcends national boundaries’ (Para 6). It is also noted that
‘Gender-based violence against women occurs in all spaces
and spheres of human interaction, whether public or private,
including in the contexts of the family, the community, public
spaces, the workplace, leisure, politics, sport, health services and
educational settings, and the redefinition of public and private
through technology-mediated environments, such as contem-
porary forms of violence occurring online and in other dig-
ital environments. (Para 20).

The Human Rights Council:

‘All forms of discrimination,
intimidation, harassment and
violence in digital contexts
prevent women and girls from
fully enjoying their human
rights and fundamental
freedoms...

37 UN Women, WHO, The state of evidence and data collection on technology-facilitated violence against women (2023), https://www.unwomen.org/
en/digital-library/publications/2023/04/brief-the-state-of-evidence-and-data-collection-on-technology-facilitated-violence-against-women

38  https/unstats.un.org/UNSDWebsite/statcom/54
39  https/www.undocs.org/E/CN.6/2023/1.3
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The Recommendation emphasized the overarching obliga-
tion of State parties to pursue a policy of eliminating discrim-
ination against women, including gender-based violence
against women. States are required to adopt legislation pro-
hibiting all forms of gender-based violence against women
and girls, harmonizing national law with the Convention.

In its general recommendation No. 34, the Committee high-
lighted the important role of ICT in transforming social and
cultural stereotypes about women, as well as its potential in
ensuring effectiveness and efficiency of women in their ac-
cess to justice. In its general recommendation No. 36 (2017)
on the right of girls and women to education, the Commit-
tee also recognized how girls are affected by cyberbullying,
particularly in relation to their right to education.

The Human Rights Council has adopted various resolu-
tions that are relevant for combating TF VAW. HR Council Res-
olution 38/5 (2018) is fully focused on accelerating efforts to
eliminate violence against women and girls and prevent and
respond to violence against women and girls in digital con-
texts. Condemning all forms of VAW and expressing deep
concern that all forms of discrimination, intimidation, ha-
rassment and violence in digital contexts prevent women and
girls from fully enjoying their human rights and fundamental

Jonada and her team believe their app can make a difference.
Photo: © UN Women/ Eduard Pagria

freedoms. .., the Council calls upon States to take immediate
and effective action to prevent all forms of VAW, including
in digital contexts, by developing inclusive policies; integrat-
ing gender perspective in legislation, programmes, projects,
strategies and regulatory and technical instruments in the
area of digital technologies; and supporting initiatives un-
dertaken by other stakeholders, such as international and
non-governmental organizations, business enterprises, faith
and community groups, religious leaders, journalists and hu-
man right institutions. The Council calls upon states to take
immediate and effective action to respond to all forms of
VAW, including in digital contexts by holding perpetrators to
account and combating impunity, ensuring that legislation
allows for timely and effective investigation, prosecution,
sanction and redress of VAW in digital contexts.*

The International Convention on countering the use
of information and communications technologies for
criminal purposes is still under development. The latest
version, which resulted from the April 2023 ad-hoc working
group meeting, contains revisions that clearly point to gen-
der mainstreaming within the Convention and recognizing
the specific gender dimension of cybercrime.

40  https/documents-dds-ny.un.org/doc/UNDOC/GEN/G18/214/82/PDF/G1821482.pdf?OpenElement
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3.2 EUROPEAN NORMATIVE AND POLICY FRAMEWORK

The regional European framework is relevant for the 13 ECA
countries which are in the focus of this research for several
reasons: nine out of 13 ECA countries*’ are members of the
Council of Europe, and eight are EU candidate countries®
while two are potential candidates.”® Moldova, Ukraine and
Georgia are part of the Eastern Partnership countries. There-
fore, the Council of Europe and EU legal and policy instru-
ments are relevant for the majority of countries within this
research, whether due to their obligation to synchronize leg-
islation as requested by the EU accession processes or be-
cause they are affected by the European framework through
external action, cooperation initiatives and access to funds.

3.2.1 Council of Europe

The Council of Europe has been active in addressing TF VAW. A
review of its legal instruments indicates that some treaties di-
rectly target TF VAW, while others may be indirectly applicable.

The main legal instrument in the European region addressing
VAW is the Council of Europe Convention on preventing
and combating violence against women and domestic
violence (Istanbul Convention). Signatories among coun-
tries included in this research are Albania (signed 2011, rat-
ified 2013), Bosnia and Herzegovina (signed and ratified in
2013), Georgia (signed 2014, ratified 2017), Moldova (signed
2017, ratified 2022), Montenegro (signed 2011, ratified 2013),
North Macedonia (signed 2011, ratified 2017), Serbia (signed
2012, ratified 2013), and Ukraine (signed 2011, ratified 2022).
Tarkiye is former signatory which withdrew from the Conven-
tion in 2021.% Kosovo is not a signatory but has included in its
national Constitution the principles of the Istanbul Conven-
tion, making them directly applicable in national legislation.

The Istanbul Convention applies to all forms of violence
against women, including domestic violence, and shall apply
in every situation in which women are targeted by violence
(Article 2). While the Convention’s original text does not con-
tain an explicit reference to technology facilitated violence
against women, its scope as defined in the Article 2 extends
to violence committed in online spaces and through ICTs.
Analysis of the applicability of the Istanbul Convention to TF
VAW reveals that several articles of the Convention are ap-
plicable in the digital context, specifically those related to
sexual harassment and stalking. It is also noted that the ap-

plication of Article 34 in online spaces is affirmed in the ex-
planatory text of the Convention, which explicitly classifies
‘the pursuit of any active contact with the victim through
any available means of communication, including modern
communication tools and ICTs'as unwanted contact. In view
of the serious psychological consequences that many forms
of TF VAW can have, the Istanbul Convention’s requirements
to criminalize psychological violence (Article 33) hold great
importance.®

The monitoring body of the implementation of the Istanbul
Convention is the Group of Experts on Action against Vio-
lence against Women and Domestic Violence (GREVIO). In
October 2021, GREVIO issued Recommendation No. 146 to
highlight the digital dimension of VAW, noting that ‘informa-
tion and communication technology has enabled the perpetra-
tion of violence against women on a scale previously unknown’
(Para. 10). It is noted that digital forms of GBV against wom-
en can be particularly pronounced for women and girls at
risk of or exposed to intersecting forms of discrimination. It
is also mentioned that some State Parties have taken steps
to introduce new criminal offences to capture specific harm
perpetrated online, and where these steps are taken, the
emphasis is placed on ensuring a person’s safety, reputation
or property. ‘Many domestic laws fail to reflect other import-
antimpacts of acts of such violence, including social, economic,
psychological and participatory harms. Very few consider and
specifically address the compound experiences of women and
girls and do not place it in the context of a continuum of vio-
lence against women that women and girls are exposed to in
all spheres of life, including the digital sphere’ (Para. 16). With
this recommendation, GREVIO intends to position mani-
festations of violence against women and girls in the digi-
tal sphere as expressions of gender-based violence against
women covered by Istanbul Convention. This interpretation
of the Istanbul Convention clarifies the relevance of this trea-
ty in relation to the digital dimension of VAW.

The Council of Europe Convention on Cybercrime (the
Budapest Convention) is the first and most relevant regional
legally binding treaty focusing on cybercrime and electronic
evidence.” Among ECA countries taking part in this research,
the signatories include Albania, Bosnia and Herzegovina,
Georgia, North Macedonia, Montenegro, Moldova, Serbia,
and Ukraine.

41 Albania, Bosnia and Herzegovina, Georgia, Moldova, North Macedonia, Serbia, Turkiye and Ukraine
42 Albania, Bosnia and Herzegovina, Moldova, Montenegro, North Macedonia, Serbia, Turkiye and Ukraine

43 Georgia and Kosovo

44 https//www.coe.int/en/web/conventions/full-list?module=signatures-by-treaty&treatynum=210

45 Adriane van der Wilk, Protecting Women and Girls from Violence in the Digital Age. The relevance of the Istanbul Convention and the Budapest Con-
vention on Cybercrime in addressing online and technology-facilitated violence against women, Council of Europe, 2021, https://rm.coe.int/the-rele-
vance-of-the-ic-and-the-budapest-convention-on-cybercrime-in-a/1680a5eba3

46 https:/rm.coe.int/grevio-rec-no-on-digital-violence-against-women/1680a49147

47 https//www.coe.int/en/web/cybercrime/the-budapest-convention
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The convention requires parties to criminalize offences per-
petrated against or by means of computer data and systems,
content-related offences pertaining to the production, distri-
bution or possession of child sexual abuse material (CSAM)
as well as infringements of copyright and related rights. Par-
ties to the convention are required to strengthen their do-
mestic criminal procedural laws and equip judicial systems
with the means to secure electronic evidence in relation to
any offence, as well as to effectively facilitate international
cooperation and mutual legal assistance regarding investi-
gation and prosecution of cybercrime and other offences
involving electronic evidence.®

The Budapest Convention does not refer explicitly to GBV
or VAW in the context of cybercrime. However, the analysis
of the applicability of the Convention to VAW concluded
that the Budapest Convention through a number of sub-
stantive criminal law provisions addresses directly and indi-
rectly some types of TF VAW, while other provisions address
acts facilitating these types of violence.*

The Council of Europe recommendation on prevent-
ing and combating sexism was adopted in 2019. This
document contains the first regionally agreed definition of
sexism, including online and via new technologies, and re-
affirms the existence of a continuum of violence affecting
women and girls. Sexism is defined as any act, gesture, visual
representation, spoken or written words, practice or behaviour
based upon the idea that a person or a group of persons is in-
ferior because of their sex, which occurs in the public or private
sphere, whether online or offline, with the purpose or effect of
violating dignity or rights of person, resulting in physical, sexual,
psychological or socio-economic harm or suffering, creating an
intimidating, hostile, degrading, humiliating or offensive envi-
ronment, constituting a barrier to the autonomy... maintain-
ing and reinforcing gender stereotypes.*

The Council of Europe Convention 108+ aims at data
protection. The scope of application of the protection in-
cludes both automated and non-automated processing of
personal data and guarantees the protection of sensitive
data such as genetic and biometric data as well as a “right
to erasure!

The Council of Europe Convention on the Protection of
Children against sexual exploitation and sexual abuse
(Lanzarote Convention) was adopted in 2007.°" This is the

48 Ibid.
49 Ibid, p. 19.
50 Ibid, p.21

first regional treaty specifically dedicated to the protection
of children from sexual violence. The Convention requires
states to offer a holistic response to sexual violence against
children through the 4 Ps approach”. prevention, protection,
prosecution and promotion of national and international co-
operation. The Lanzarote Committee is the body established
to monitor how the State parties to the Convention are ef-
fectively putting it into practice in legislation and policy.

The Council of Europe Gender Equality Strategy 2018-
2023 reaffirms the existence of forms of discrimination and
violence affecting women'’s rights, safety and security online
and offline. The Strategy highlights the idea of a continuum
of VAW online and offline.

3.2.2 European Union

In the EU, several directives and regulations are directly or in-
directly applicable to technology facilitated violence against
women. However, there is not yet a harmonized definition
or legal instrument.* The EU framework uses the term ‘cyber
violence against women’ (CVAW).

The European Commission recently adopted a Proposal for
a directive on combating VAW and domestic violence.
The proposal includes a harmonized definition of cyber vio-
lence as‘any act of violence covered by this Directive that is
committed, assisted or aggravated in part or fully by the use
of information and communication technologies! The pro-
posal includes the criminalization of some common forms of
cyber violence, including cyber stalking, cyber harassment,
non-consensual sharing of intimate images and cyber in-
citement to violence or hatred.”

The proposal of the Directive is still under discussion. Mean-
while, several other EU directives and regulations are directly
or indirectly applicable to ‘cyber VAW!

Victim's rights directive (Directive 2012/29/EU)>* aims to
ensure victims of all forms of crime across the EU are well
informed of their rights, know where they can seek recourse
and protection, are able to participate in criminal proceed-
ings, and are acknowledged and treated equally and re-
spectfully. The directive protects victims of crime as defined
under national laws. It is therefore applicable to forms of cy-
ber VAW that are criminalized in a Member State.>

51 Signatory countries among 12 ECA countries included in the research: Albania, Bosnia and Herzegovina, Georgia, Moldova, North Macedonia, Serbia,

Tirkiye and Ukraine. More information available at https://www.coe.int/en/web/children/lanzarote-convention
52 EIGE, Combating Cyber Violence against Women and Girls, 2022, https://eige.europa.eu/publications-resources/publications/combating-cyber-vio-

lence-against-women-and-girls
53 Ibid,p. 19
54 Currently under revision by the European Commission.
55 Ibid, p. 20




EU definition

‘Cyber-violence

against women is an

act of gender-based

violence perpetrated

directly or indirectly

through information

and communication technologies that
results in, or is likely to result in, physical,
sexual, psychological or economic harm
or suffering to women and girls, including
threats of such acts, whether occurring

in public or private life, or hindrances to
the use of their fundamental rights and
freedoms.

Cyber-violence against women is not
limited to but includes violations of
privacy, stalking, harassment, gender-
based hate speech, personal content
sharing without consent, image-based
sexual abuse, hacking, identity theft, and
direct violence.

Cyber-violence is part of the continuum of
violence against women: it does not exist
in a vacuum; rather, it both stems from and
sustains multiple forms of offline violence!

European Commission
Advisory Committee on Equal Opportunities
for Women and Men, 2020

Directive on combating sexual abuse and exploitation
of children and child pornography (Directive 2011/93/
EU)*¢ covers both offline and online forms of child sexual
abuse. It protects minors from non-consensual intimate im-
age abuse and obliges Member States to promptly remove
child abuse materials within their territory and to endeavour
to secure the removal of materials hosted elsewhere. Direc-
tive mentions girls as recipients of specific gender-based
forms of cyber violence.

The European Union’s General Data Protection Reg-
ulation (GDPR) regulates the collection and processing by
individuals, companies or organizations of personal data
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from individuals in the EU.” The regulation improves individ-
uals'rights towards the control, the erasure, the rectification,
the restriction or the objection to personal data processing
and facilitates their access to and transfer of their personal
data, including image data such as non-consensual intimate
images. The regulation also obliges companies and entities
that process data to request explicit consent from the users.

The Regulation offers the potential to cover some aspects
of TF VAW, as it demands, for example, that companies inte-
grate privacy by design into their products or that individ-
uals responsible for uploading image-based sexual abuse
material as well as publishers of such material are considered
joint data controllers and hence fall under the obligations
and sanctions imposed by the GDPR. Moreover, the GDPR
also contains a "right to erasure," better known as the right
to be forgotten.®®

The Directive on the implementation of the principle
of equal opportunities and equal treatment of men
and women in matters of employment and occupa-
tion (recast) (Directive 2006/54/EC) replaces a series of pre-
vious EU directives that constituted the foundation of the
framework for equal treatment of men and women.*® The
directive is applicable to some forms of TF VAW, such as
cyber harassment, but does not explicitly mention the on-
line aspects and it is limited to matters of employment and
occupation.

Directive on certain legal aspects of information so-
ciety services, in particular electronic commerce, the
Internal Market ('Directive on electronic commerce) (Di-
rective 2000/31/EC), among other things, obliges service
providers to remove or disable access to illegal content host-
ed on their platforms.®

The Directive on the coordination of certain provi-
sions laid down by law, regulation or administrative
action in Member States concerning the provision of
audiovisual media services (Audiovisual media services
directive) (Directive 2010/13/EU) aims to protect minors
from inappropriate content and all users from content ‘con-
taining incitement to violence or hatred directed against a
group of persons or a member of such a group defined by
reference to sex, race, colour, religion, descent or national or
ethnic origin’®' It also contains provisions for reporting and
flagging illegal and hateful content. This applies to television
programmes, video-on-demand services and video-sharing
platforms, including social media essentially devoted to vid-
eo sharing.®?

56  https:/eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32011L0093

57 Regulation (EU) 2016/679, available at: https:/eur-lex.europa.eu/eli/req/2016/679/0j

58  Vander Wilk, 2021, p: 23

59  Available at: https:/eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32006L.0054

60  Available at: https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=celex%3A32000L0031

61  Available at: https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX%3A32010L0013

62 Vander Wilk, 2021, p. 20
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The EU Gender Equality Strategy acknowledges technol-
ogy-facilitated violence against women. The Strategy states
that TF violence targeting women has become pervasive
and results in unacceptable consequences for women and
girls. ‘Bullying, harassment and abuse on social media have
far-reaching effects on women'’s and girls’ daily lives.

Having entered into force in November 2022, the Digital
Services Act (DSA) © aims to create a safer digital space
in which the fundamental rights of all users of digital ser-
vices are protected.®* The DSA defines clear responsibilities
and accountability for providers of intermediary services,
such as social media and online marketplaces. The rules are
designed asymmetrically, which means that larger interme-
diary services with significant societal impact are subject
to stricter rules.® The Digital Services Act is a step towards
ensuring that women and girls have safer and more equal
experiences online. In particular, the inclusion of GBV as a
systemic risk within the DSA aligns with the EU's aim to crim-
inalize certain forms of technology-facilitated GBV within
the aforementioned Proposal for a directive on combating
violence against women and domestic violence, published
in March 2022.

The Directive on preventing and combating traffick-
ing in human beings and protecting its victims (Direc-
tive 2011/36/EV) is indirectly relevant because of its strong
gender dimension and the use of digital networks to com-
mit these crimes.%

Two additional relevant legislative initiatives are currently
ongoing: the ePrivacy regulation®” and the Artificial Intelli-
gence (Al) Act 8 The former aims atimproving online privacy,
particularly considering online interactions between citizens
and businesses, while the latter contains some instruments
to address gender-based discrimination in Al systems and
creates special rules for Al technologies that pose high risk
to the health, safety and fundamental rights of individuals.®®

The EU Strategy on Victim’s Rights defines cybercrime as
‘any type of a criminal offence that is committed online or
with a use of computer or online tools!The Strategy propos-
es remedies such as protection of privacy, liability of inter-
mediaries and securing of digital evidence.”

The EU Code of conduct on countering illegal hate
speech online was signed between the European Com-

63  EUR-Lex — 32022R2065 — EN — EUR-Lex (europa.eu)
64  Available at: https:/eur-lex.europa.eu/eli/req/2022/2065

UN Women launches
a STEM School in
Kazakhstan.

Photo: © Caravan of
Knowledge

mission and Facebook, Microsoft, Twitter, YouTube (2016),
Instagram, Snapchat, Dailymotion (2018), Jeuxvideo.com
(2019) and TikTok (2020). The signatories to the code of con-
duct have committed to reviewing reports of hate speech
on their platforms and to responding to unlawful content
within 24 hours. The Code is being updated in the light of
the DSA, which provides comprehensive rules for platforms’
responsibilities and will further support co-regulatory frame-
works. The most common ground for hate speech online in
2020 was sexual orientation, accounting for 33% of reports.
This is explained partially by the fact that “organizations
working on LGBTQI rights have been more active in flagging
contentThe major flaw of this monitoring activity is the lack
of data disaggregation and the lack of overall transparency
on reports and removals. Intersectional attacks are not ac-
counted for, making it complicated to fully understand the
phenomenon of hate speech online that contains a strong
intersectional dimension and thus trivializing the experience
of many women users.”' The most recent evaluation of the
Code of Conduct released by the European Commission in
2022 showed a decrease in companies' notice-and-action
results.”?

65  See also: https./digital-strategy.ec.europa.eu/en/policies/digital-services-act-package

66 Ibid, p. 20.

67  More information available at: https:/digital-strateqy.ec.europa.eu/en/policies/eprivacy-regulation

68  https:/eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A52021PC0206

69  https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A52021PC0206

70 VanderWilk, 2021, p. 22
71 lbid, p. 24.

72 More information available at https:/ec.europa.eu/commission/presscorner/detail/en/ip_22 7109
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3.3 NATIONAL FRAMEWORKS IN ECA COUNTRIES

National legislation in ECA countries does not provide an
adequate framework for combating technology facilitated
violence against women. Only in a few countries do crimi-
nal codes include provisions that directly address some form
of TF VAW, but in almost all cases, these provisions are not
gender sensitive or designed to address gender-based vio-
lence (such in the case of identity theft, account hacking,
abuse of personal data, etc.). Even specialized laws fully ded-
icated to prohibiting and sanctioning VAW do not recognize

specific forms of TF VAW. Only North Macedonia has some
provisions that directly recognize use of ICT in the perpe-
tration of violence. Besides, where such laws exist, they are
mostly limited to domestic violence. National overarching
policies for gender equality do not address the issue of TF
VAW, while in several countries this violence is at least partly
addressed through specialized action plans for preventing
and combating violence against women and domestic vio-
lence (Table 1).

Table 1: Overview of national legislation and strategies that directly address TF VAW

Criminal code

Country

Western Balkans

Specialized law on

Gender Equality
Strategy

Specialized VAW/

GE, VAW/DV DV strategy

Albania ¥ ¥ I =
BH - state level ¥ ¥ = =
BiH — FBIH <L ¥ — —
BiH — Republika Srpska ¥ ¥ —
Kosovo <+ -

Montenegro <& o
North Macedonia —

Serbia

Tiirkiye

Turkiye

Eastern Europe

«
€€ € €eeel

Georgia * *
Moldova * * —
Ukraine * * — —
Central Asia
Kazakhstan * * — —
Kyrgyzstan * * * o
Tajikistan > > ¥ ¥
Legend
* Law/policy directly addresses TF VAW as defined by UN Women in majority of forms

Law/policy directly addresses some forms of TF VAW as defined by UN Women
+ Law/policy at best only indirectly addresses some forms of TF VAW

There is no such law or strategy
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3.3.1 Western Balkans

Western Balkan countries are at different stages of align-
ing their Criminal Codes to the Istanbul Convention, and
all have special laws addressing domestic violence. Only
in North Macedonia the special law more broadly includes
gender-based violence against women, while in other coun-
tries the special law is limited to domestic violence and is
not gender specific. All countries except Bosnia and Herze-
govina’® have active Gender Equality Strategies. While in Al-
bania and North Macedonia, gender-based violence against
women is included in the main Gender Equality Strategy, in
Serbia and Kosovo there are separate Strategies for preven-
tion and combating gender-based violence against women
and domestic violence.

The legal and policy framework is currently not adequate
for the prevention and protection of women from TF VAW.
Except in North Macedonia and Serbia, criminal codes do
not directly address any forms of TF VAW. Even special-
ized laws do not directly address TF VAW, except in North
Macedonia.

The mapping results indicate following:

«  When elements of technology-facilitated crimes are
included in criminal codes, they systematically lack a
gender perspective as well as specific reference to gen-
der-based violence (for example identity theft; unau-
thorized taking of photos, videos, recording; breach of
data privacy, etc.).

o When there is more direct focus on gender-based vio-
lence, it is only in the context of child pornography and
does not target the protection of adult women from
sexual abuse and exploitation in pornographic materi-
als.

e The law can be indirectly applied to prevention and
protection from different forms of VAW, such as threats,
psychological violence, stalking, sexual harassment, but
currently the protection in relation to these forms of vi-
olence is not explicitly linked to TF VAW.

«  When there are references to TF VAW in policies, this is
mainly related to prevention and awareness-raising on
the dangers of technology-facilitated violence rather
than protection, improvement of security or sanction-
ing.

o As the implementation of laws and policies in the re-
gion is often ineffective, such indirect references to TF
VAW are far from sufficient to provide adequate preven-
tion and protection.

73 The new strategy is in the process of being adopted.

Indirect legal
provisions
are not enough

It appears that one

of the most common

forms of TF VAW in

the region is shaming

women by publishing

their intimate photos

or videos without

their consent. The Criminal Code of
Montenegro (similarly to that of other
countries) stipulates that the offender who
publishes anything from private or family
life of a person that can harm their honor
and reputation will be punished with a
fee of 3,000 — 10,000 euros (Article 197).
However, the implementation of this legal
provision is far from effective, and women
in the region often report victimization
from ‘revenge porn’ or similar attacks in
digital spaces.

Evidence from qualitative research

3.3.2 Tiirkiye

In TUrkiye, there has been some progress in revising the
Criminal code and Law to Protect Family and Prevent Vio-
lence against Women to address at least some forms of TF
VAW. The specialized national Action Plan on Combatting
Violence against Women (2021-2025) also addresses to a
certain extent TF VAW, while the Law to Protect Family and
Prevent Violence against Women and national Strategy
and Action Plan on Women’'s Empowerment (2018-2023)
do not address directly this TF VAW (Table 1). In addition,
a commission established by the Turkish Grand National
Assembly on the causes and prevention of VAW considered
cyber/digital violence as a separate form of violence in its
report in March 2022.7

In the Criminal Code, there are several provisions that refer
to some forms of TF VAW, but they are not gender sensitive.
Some other provisions are indirectly applicable to TF VAW, al-
though they have not been specifically designed to prevent,

74 Report available at: https://mgm.adalet.gov.tr/Home/SayfaDetay/kadina-yonelik-siddetin-sebeplerinin-arastirilarak-alinmasi-gereken-onlemlerin-be-

lirlenmesi-amaciyla-kurulan-meclis-arastirma-komisyonunun-717-sira-sayili-raporu




protect from and sanction TF VAW. For example, the disrup-
tion of individuals’ peace and order (Article 123) includes
calling another person incessantly and thus can be applied
to TF VAW, despite not specifically referencing women or de-
fining this behaviour as a form of gender-based harassment.
On the other hand, the newly introduced Article 123/A
on stalking specifically refers to the use of technology as a
means of perpetrating violence. The Article considers per-
petration against children and ex-spouses as well as against
people who have standing restraining orders for protection
purposes as aggravating grounds. While the Law’s formula-
tion is not gender-sensitive, some gendered impacts of the
act of stalking are reflected in legislation.

Violation of communicational secrecy (Article 132) includes
recording communication between persons (Article 133),
unlawful disclosure of communication content and broad-
casting of data. Again, these provisions are not gender sen-
sitive. The criminal code also addresses violations of privacy,
including disclosure of images or sounds of one’s private life
(Article 134). The definition of threatening includes making
threats through social media (Article 106), which is consid-
ered in aggravated form if the victim is a woman, and def-
amation (Article 125), but without gender sensitive refer-
ences. The code recognizes sexual harassment as a specific

crime, including through ‘electronic communication tools’

(Article 105). Furthermore, recording, breaching or destroy-
ing personal data (Articles 135- 138) also covers ICT storage
and transfer of data, but again, these provisions are not gen-
der sensitive.””

The Law to Protect Family and Prevent Violence against
Women mainly defines types of violence, protective and
preventive measures, referrals and obligations of various
institutions and organizations in the system for protection.
Although the Law makes no explicit mention of TF VAW, it
includes a specific preventive measure in Art. 5/1-f “not to
cause distress to the protected person by means of commu-
nication instruments or alternative channels The implemen-
tation regulation of the Law also further clarifies that such
‘communications instruments”include visual, auditory, writ-
ten, internet or similar other means, in a way that addresses
TF VAW.

The National Action Plan (NAP) on Combating Violence
against Women (2021-2025) explicitly recognizes cyber vio-
lence (siber siddet) as a form of VAW. The NAP outlines vari-
ous activities to improve the response to this VAW, including
revision of the criminal code and diverse awareness-raising
activities. A table overview is in Annex 2.

The dark side of digitalization: Technology-facilitated violence against
women in Eastern Europe and Central Asia

3.3.3 Eastern European countries

Of the three Eastern European countries included in the re-
search, Georgia’s criminal code contains the highest number
of provisions directly addressing certain forms of TF VAW. Ar-
ticle 151 of the Georgia Criminal Code defines stalking as an
illegal monitoring, personally or through a third person, of a per-
son, his/her family member or a close relative, or establishment
of an undesirable communication by a telephone, an electronic
or other means, or any other international action conducted
regularly and causing mental torture to a person.... There are
also provisions related to disclosure of information on private
life or of personal data and disclosure of secrets of personal
life (Article 157), including through the internet and social
networks. The provisions related to violating the secrecy of
private communication or correspondence (Articles 158,
159) also include the unauthorized acquisition of computer
data or electromagnetic waves, transmission from computer
system using technical means or unlawful storage of record-
ings. However, these provisions are not gender sensitive and
not necessarily related to VAW. Chapter XXXV of the Criminal
Code is dedicated to cybercrime, but with no specific refer-
ences to gender-based violence against women.

Chapter Xl of the criminal code of Moldova addresses com-
puter crimes and crimes in the telecommunications sphere,
but the provisions are not related to VAW. The criminal code
of Ukraine does not refer directly to any form of TF VAW.
There are some provisions related to violations of privacy in
communications that might apply to some forms of TF VAW,
but they are not formulated to address gender-based vio-
lence against women.

3.3.4 Central Asia

The three countries included in the research from the
sub-region of Central Asia — Kazakhstan, Kyrgyzstan and Ta-
jikistan — do not have legal provisions in criminal codes or
other legislation that would directly address any forms of TF
VAW. Additionally, only a few provisions are indirectly appli-
cable, mainly covering forms of TF VAW that are close to dox-
ing and trolling. Kyrgyzstan and Kazakhstan have Laws on
State Guarantees of Equal Rights and Equal Opportunities of
Men and Women, but these laws do not refer to the issues of
prevention and protection of GBV against women, including
online and through technology. Kyrgyzstan and Kazakhstan
also have specific laws on prevention and protection from
domestic violence, but they do not refer to TF VAW. Similarly,
Kyrgyzstan's national Gender Equality Strategy addresses the
issue of VAW, but not online and through technology.

75 A Guide to fight digital gender-based violence, https:/ekitap.alternatifbilisim.org/pdf/cinsivetci-dijital-siddetle-mucadele-rehberi-en.pdf
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The dark side of digitalization: Technology-facilitated violence against
women in Eastern Europe and Central Asia

This chapter presents research findings on the prevalence of TF VAW and some of its characteristics, including main forms and
manifestations, incidence or frequency, the most common platforms and applications used to induce harm to women and
girls, and characteristics of perpetrators. The findings from the web-based survey with women across the region are comple-
mented by qualitative insights from personal experiences of women survivors as well as a presentation of cases reconstructed

based on information published in the media.

4.1 PREVALENCE OF TECHNOLOGY-FACILITATED
VIOLENCE AGAINST WOMEN

KEY QUESTIONS:

Among women using ICT in their everyday lives, how many have experienced technology-facilitated violence?

Are trends common across countries or are there differences between countries and sub-regions?

How frequent is technology-facilitated violence? Are the harmful incidents isolated cases or is there systematic

harassment and abuse?

KEY FINDINGS:

More than half of women present online in the region have experienced some form of technology-facilitated

violence at least once.

The cross-country differences are significant, with the highest prevalence rate in Ukraine and lowest in Tajikistan.

By subregion, the highest prevalence is in Turkiye and Eastern Partnership countries, while prevalence is lower in

the Western Balkans and lowest in Central Asia.

Survey data tell us that more than half of adult women in
the region (53.2%) present online or using digital com-
munication technologies have experienced some form
of technology-facilitated (TF) violence against women
at least once in their lifetime. Forms of TF VAW in the sur-
vey included receiving inappropriate sexual advances or
sexual content on social networking websites, pressure to
share sexually suggestive or explicit images or messages,
sharing or threatening to share personal or intimate content
without their consent, monitoring their digital communica-
tion or location, and other acts (see Methodology section
for a complete list). Insights into prevalence disaggregated
by age, education and other background characteristics of
women are presented in Chapter 4.5 on risk factors.

Itis important to keep in mind that the prevalence of TF VAW
does not suffice to measure the overall prevalence of VAW
in the surveyed countries, as TF VAW is only a portion of the
diverse forms and manifestations of VAW. Besides, the prev-
alence of TF VAW is closely linked to the availability of dig-
ital technologies and internet penetration in each country

(more on that in the chapter on risk factors of TF VAW) as well
as the cultural context which may discourage women from
disclosing their experiences through the survey.

53.2%

present online or using digital
communication technologies
have experienced some
form of technology-
facilitated violence
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Prevalence among the online female population

Prevalence measures the proportion of women in a certain population
or group who were exposed to violence during a certain timeframe (e.g.,
lifetime or past 12 months). As the web-based survey was not conducted
with a nationally representative sample of women, it does not reflect the
prevalence of technology-facilitated violence against women within a

country or region.

Instead, the web-based survey provides insight into how many women

who are present online have experienced some forms of technology facilitated violence. Therefore,

the survey measures the prevalence among women who are using information and communication
technologies and are present in online/virtual/cyber space. The sampling methodology used provides a
representative picture of women who are present online.

The highest prevalence of TF VAW was found in Ukraine
(76.8%) and the lowest in Tajikistan (30.7%) (Figure 1). Coun-
tries above the average regional prevalence rate (53.2%) in-
clude Tirkiye, Moldova, North Macedonia and Serbia, while
countries with rates below the regional average, in addition
to Tajikistan, include Bosnia and Herzegovina, Georgia, Koso-
vo, Kazakhstan, Kyrgyzstan, and Albania. Although the sur-
vey did not assess the reasons for country-level differences,
it is important to bear in mind that reported prevalence is
only the ‘tip of the iceberg, as many women are reluctant
to share their experience of violence, and reporting person-
al experiences of violence in a survey is strongly linked to

awareness about violence, level of tolerance and attitudes
that influence women's perceptions and readiness to share
experiences.

Prevalence should be considered in the context of cross-
country differences in internet penetration. While low in-
ternet penetration rates did not influence prevalence rates
since survey respondents were women who participate in
online spaces or use digital technologies to communicate,
lower internet use in a country might also influence less
‘dense’ online communication and less ‘spill over’ of gen-
der-based violence from offline to online space.

Figure 2: Proportion of women who experienced at least one form of technology-facilitated violence, regional

average and by country (%) (N=12,526)
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Uliana Pcholkina, a social activist and
the head of the “Active Rehabilitation
Group”in Kyiv, Ukraine, an NGO
dedicated to the rehabilitation of
people with spinal cord injuries, was
featured in a series of videos titled
#HecTepnuTbca #noexcuse launched
during the 16 Days of Activism against
Gender-Based Violence in Ukraine.

Data also indicate significant sub-regional differences (Figure 2). Sub-regional average prevalence rates are highest in Turkiye
and Eastern Partnership countries, lower than average for the Western Balkans region and lowest in Central Asia.

Figure 3: Proportion of women who experienced at least one form of technology-facilitated violence, regional
average and by sub-region (%) (N=12,526)
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4.2 FORMS AND FREQUENCY
OF TECHNOLOGY-FACILITATED VIOLENCE

AGAINST WOMEN

KEY QUESTIONS:

Which forms of technology-facilitated violence against women are the most prevalent?

Are women exposed to multiple forms of TF violence?

How frequently do women experience TF violence?

Are there cross-country or subregional differences that might indicate specific patterns of online and TF violence

against women?

KEY FINDINGS:

The most prevalent forms of online and TF violence include receiving unwanted or offensive content or messages,
receiving inappropriate sexual advances or content on social networking and hacking women'’s accounts and

web pages.

The highest proportion of women experienced one single form of online and TF violence, but one woman in four

experienced multiple forms (three or more).

A large proportion of women experienced TF violence once (40.4%), while one in seven women experiences such

violence daily or weekly.

There are remarkable differences between countries and subregions, with women in Tirkiye being exposed in the
highest proportion to repeated experiences of violence compared to women in other countries.

4.2.1 Forms of technology-facilitated
violence against women

Analysis within this chapter covers women who experienced
technology-facilitated violence at least once (N=6662,
or 53.2% of the total sample). The most prevalent form of
tech nolo-

80.6%

of women
with experience of TF VAW
were exposed
to multiple forms

gy-facilitated violence against women is manifested as
unwanted or offensive content or messages, which were
received by almost 40% of women, followed by inappropri-
ate sexual advances or sexual content on social networking
websites, which were experienced by almost every third
woman (Figure 3). Every fourth woman has had their inter-
netaccounts or web pages hacked. One woman in eight had
her phone calls, messages or posts monitored by a perpetra-
tor in order to see with whom she was communicating. In
the same proportion, women experienced abuse by manip-
ulation of their photos, electronic defamation, threats to re-
veal their private information without their consent, having
their private information published without their consent, or
threats of violence to themselves or their family. One woman
in ten had her location monitored for the purpose of control
and one in ten was pressured to share sexually suggestive or
explicit images or messages (Figure 3).

Despite diversity within these forms of violence, their
motivation and aim are the same - to harm women by
controlling, frightening, or humiliating them, thus re-
producing unbalanced gender power relations.
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Figure 4: Women with experience of at least one form of technology-facilitated violence by form of violence they

experienced, multiple choices (%) (N=6662)

Received unwanted or offensive content or messages
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networking websites
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Source: UN Women ECA regional survey 2023

Another question is related to the multiplicity of forms of vi-
olence experienced by individual women. Survey data show
that more than half of women have experienced one single

Figure 5:

Women who experienced
at least one form of
technology-facilitated
violence, by number of
different forms of violent
acts they experienced (%)
(N=6662)

Source: UN Women ECA regional
survey 2023

Women are generally aware of the possibilities new technol-
ogies provide in controlling their lives. In the overall sample
of women, 44.1% think that their partner or family members
can control their activities or location through mobile tech-
nologies. Within that proportion, not all women had already
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form of TF VAW, while every fourth woman has experienced
two forms and every fifth has experienced three or more
forms of TF VAW (Figure 4).

@ One
® Two

@® Three or more

experienced some form of TF VAW. In fact, 46.7% of these
women have not experienced TF VAW, but regardless, they
are concerned that might be controlled via mobile phones
by their partners or family.

4.2.2 Frequency of technology-facilitated violence against women

If the frequency of violent acts women experience facilitat-
ed by digital technologies is taken as a proxy for measuring
the intensity of violence, we can conclude that one in seven
women (13.7%) is exposed to a high intensity of violence,
defined by facing violent acts daily or weekly. A major pro-

portion of women with experience of TF VAW (40.4%) has
experienced an act of TF violence once, while 23.4% were
not able to assess the frequency of TF violence to which they
were exposed (Figure 5).
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Figure 6:

Women who experienced
at least one form of
technology facilitated VAW,
by frequency of violent acts
(%) (N=6662)

Source: UN Women ECA regional
survey 2023

Differences in frequency of violence appear significant
between countries and sub-regions. Turkiye has the high-
est share of women who reported repeated violence (dai-
ly, weekly, monthly or every six months), while Kyrgyzstan
has the lowest prevalence of repeated violence (Figure
6). Cross-country data on frequency of violence provide a
somewhat different picture than data on prevalence. Some
countries with very high prevalence rates of TF VAW have rel-
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atively low intensity (for example Ukraine), while some coun-
tries have lower prevalence rates but higher intensity (for ex-
ample when compared, Kosovo has a lower prevalence rate
but higher intensity than Georgia). Some countries, such as
Turkiye have high prevalence with high intensity of violence,
indicating a particularly concerning situation regarding the
safety and wellbeing of women online.

Figure 7: Women who experienced at least one form of technology-facilitated violence, by frequency of violent

acts and country (%) (N= 6662)
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Magnets with messages condemning violence against women - Kosovo.
Photo: © UN Women/Kosovo

By sub-region, following Turkiye, the Western Balkans has a higher prevalence of repeated violence, where more than one in
three women have been repeatedly exposed to violence by single or multiple perpetrators (Figure 7).

Figure 8: Women who experienced at least one form of technology-facilitated violence, by frequency (incidence)

of violent acts and country (%) (N= 6662)

Tiirkiye
Western Balkans
Eastern Partnership

Central Asia

Source: UN Women ECA

regional survey 2023 @ Repeated violence ® Only once

The frequency of technology-facilitated violence women
experience varies by identity of the perpetrator. When per-
petrators are unknown persons or persons women met on
internet, it is most common that the violent act occurred
once (in 47% of cases when the perpetrator is unknown, and
42% of cases when the perpetrator is known only on the in-
ternet). When perpetrators are persons from women’s ‘offline’
social networks, in the majority of cases (51.2%), the violent
acts are repeated. The highest proportion of repeated acts
of violence is recorded among women who were violated
by bosses or supervisors (66.4%, but caution is needed due

@ Do not know

to the relatively small number of cases — see the chapter
on perpetrators), followed by women who identified family
members as perpetrators (58.0%), then women who iden-
tified current or former partners (49.3%) and friends and
acquaintances (48.7%). Differences were also found by part-
ners’ civil status — the highest proportion of repeated vio-
lence was reported by women who identified husbands as
perpetrators (51.1%), followed by those who identified boy-
friends, girlfriends or fiancés (50.5%), and then those who
identified former partners (47.4%) (Table 6, Annex 2).

| a5
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4.3 THE'VIRTUAL PLACES OF VIOLENCE

KEY QUESTIONS:

Which places on the internet are particular ‘places of fear, where women are more likely to be exposed to violence

and which often provoke harm, fear, or discomfort?

Which other digital tools such as mobile phone apps are mainly used by perpetrators?

KEY FINDINGS:

Facebook and Instagram are the platforms most reported by women as places where they experienced violence,
as every third woman who experienced technology-facilitated (TF) violence had that experience on one of these

two platforms.

One in ten women experienced TF VAW on TikTok, e-mail or messaging applications such as Skype, Snapchat,

messenger, Viber or similar.

The platforms on which women experienced TF violence differed by country and region, with Western Balkan
women having more violent experiences on Facebook than women in other countries, women from Albania
and Turkiye pointing more to Instagram, and women from Central Asia pointing more than other women to

WhatsApp and Telegram.

Certain spaces can become places of fear’® due to the
increased risks and frequency of violence against women.””
For instance, there is a common perception that women
should be afraid of violence when walking home alone at
night. The internet and social media introduced new places
of fear where women are exposed to higher risks of violence
both publicly (e.g., via public forums and platforms) and pri-
vately (e.g., via email and private messages). Each internet
platform is a specific place where women can communicate
privately with other individuals, participate in exchanges
with broader audiences, or join certain communities formed
of static groups of individuals who meet on regular basis to
have exchanges and share content, values, and opinions.
The question becomes — what are these ‘virtual' places in
which women are more often exposed to violence? In ad-
dition to that, the question is which mobile applications are
more often used by perpetrators who are close to or known
by women in offline spaces.

The highest proportion of women who experienced TF vi-
olence identified Facebook and Instagram as platforms on
which their experience of violence occurred (Figure 8). More

than one in three women linked their experience of violence
to one of these two platforms. Other platforms are far less re-
ported: every tenth woman with experience of TF violence
identified TikTok, e-mail, or messaging applications such as
Skype, Snapchat, messenger, Viber, WhatsApp or similar.

51.2%

the violent acts are repeated
when perpetrators are
persons from women'’s
‘offline’ social networks

76 Renowned geographer Doreen Massey made distinction between ‘space’ as more ‘objective’ location, and ‘place’ as more complex, subjective as it
includes socially experienced and formed environment, interactions between individuals, emotional connections and lived experiences. See more in
Massey, D. (1994) Space, place, and gender. Minneapolis: University of Minnesota Press.

77 Sandberg, L (2011). Fear of violence and gendered power relations. Responses to threats in public space in Sweden. Umea: Gerum.
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Figure 9: Women who experienced at least one form of technology-facilitated violence by platform on which that
violence was experienced (in case of multiple experiences, the most recent) (%) (N=6651)

Facebook I 36.3
Instagram | 33.8
TikTok I 10.9
E-mail or messaging applications (Skype, Snapchat, messenger, Viber, etc.) [ INNRNERNIGINGNGE 10.6
WhatsApp I 9.4
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YouTube I 7.4
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There are certain cross-country differences in this regard.”
For example, women from Western Balkan countries and
Georgia were comparatively more likely to identify Facebook
as virtual place where they were exposed to violence (62.3%
of women with experience of TF VAW in BiH, 51.0% in Geor-
gia, 68.6% in North Macedonia, 55.8% in Serbia; compared
to 24.1% in Turkiye, 11.1% in Kyrgyzstan, 7.6% in Kazakhstan,
12.3% in Tajikistan). Instagram is most often the place where
women from Turkiye and Albania have experienced TF VAW,
while Telegram and WhatsApp are more often identified by
women in Kyrgyzstan and Kazakhstan compared to other
countries (with exception of Ukraine in the case of Telegram)
(Table 5 in Annex 2).

However, the question remains — are certain platforms more
prevalent places of violence against women just because
women use those platforms more than others, or there are
certain platform-related features that increase the risk of TF
violence against women? This question is addressed in the
chapter on risks of TF violence.

Statistical analysis shows that some ‘digital places’ bear
higher risks of VAW than others (see Annex 2, binary logis-
tic regression model 2). The highest risks are present in
gaming communities and when women most often use
chatting and messaging on Snapchat, Facebook and
Instagram (more about this topic in the chapter dedicated

to risks).

Bosnia and Herzegovina:
Livestreaming femicide

The entire Western Balkan region was shaken in August
2023 when a man livestreamed femicide on social media.
The perpetrator livestreamed the torture and murder of
his wife on Instagram; the video and the perpetrator’s
account were removed three hours after the video was
posted. During these three hours he killed three persons
(including his wife), wounded another three persons and
then committed suicide. Radio Free Europe reported that
in one hour, the number of likes on his livestream increased
from 125 to 329. At one point in time, 15,000 people were
watching the livestream. The femicide video went viral on
other networks.

The hours-long uptime of the video revealed substantial

weaknesses in Instagram’s mechanisms of reporting and removing

harmful content, including filters designed to automatically flag

and remove violent content. The source reports that the BiH cybercrime

department of the Federal Police requested removal of the video to Instagram’s parent company
immediately upon receiving reports of the video, but the company took two hours to remove the video.

The incident was followed by massive protests across BiH and was echoed by solidarity protests in other
countries in the Western Balkans. Citizens raised the issue of how the femicide coupled with multiple
murders could have happened since the perpetrator was known to police for his aggressive incidents
and had previously been reported for domestic violence. The case revealed the gaps in the system for
protection. Livestreaming the incident was an act of violence not only against murdered woman, but
against all women who have seen or heard about this. It was intended to encourage men to use violence
to discipline or punish women and to spread fear among women and send the message that they should
be obedient. Another tragic aspect of the case were the comments posted on Instagram supporting the
perpetrator.

78 It should be taken into account that the internet/social media penetration rate is very different between subregions. While in the Turkiye penetration
of social media is 80.5%, in Eastern Europe 70.5%, in Central Asia is only 27.4%. For details see https://www.demandsage.com/social-media-users/.

79  Radio Free Europe https://www.slobodnaevropa.org/a/gradacac-ubistvo-instagram-bosna-hercegovina/32544490.html
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4.4 PERPETRATORS

KEY QUESTIONS:

Who are the perpetrators of technology-facilitated violence against women, in terms of their relationship to
women?

Are there noticeable differences in types of violence committed against women based on survivor-perpetrator
relationship?

Are there certain ‘inclinations’ of different perpetrators to use some communication channels over others?

KEY FINDINGS:

The majority of technology-facilitated violence is perpetrated by unknown persons (50.3%) or persons known
only on the internet (17.5%). However, almost one third (32.1%) of technology facilitated violence is perpetrated
by persons in women’s social proximity, such as partners, family members, friends, acquaintances, colleagues,
bosses or co-students, and therefore may represent an extension of offline violence.

Unknown perpetrators and those only known to women on the internet are more inclined to commit violence in
the forms of hacking women's accounts and sharing offensive or other unwanted content or messages. Partners
are more likely to use threats or controlling acts, while family members combine controlling acts with sexual ha-
rassment, and bosses are more linked to acts in the forms of sexual harassment.

Although all forms of violence regardless of perpetrator occur mainly on Facebook and Instagram, there are cer-
tain differences between perpetrators related to types of platforms they use in acts of violence: partners more
often use Twitter, WhatsApp, and meeting tools; friends and acquaintances more often use Telegram, TikTok, and
online gaming platforms; while persons only known to women online more often use Facebook, Instagram and
dating platforms.

A major portion of technology-facilitated (TF) VAW is per-
petrated by persons who are either unknown to women
(50.3%) or persons that women know only from the internet
(17.5%) (Figure 9). One in seven women (13.8%) identified a
current or former partner as a perpetrator, and one in eight
(12.8%) identified a friend, colleague, co-student or neigh-
bour. To a lesser extent, women pointed to family members

Figure 10:

Perpetrators of technology-
facilitated violence against
women (in case of multiple
experiences, the most
recent) (%) (N=6657)

Source: UN Women ECA regional
survey 2023

or bosses (3.4% and 2.1% respectively). However, these find-
ings should be taken with reservation, as unknown or un-
identified persons may in some cases be persons known to
women in the ‘offline’ world who have concealed their on-
line identity through fake accounts, hidden phone numbers
or other methods.

Partner (current or former)

Family member

Friend, colleague, peer, neighbour
Boss

Someone known only on internet

Unknown person
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There are certain differences in types of TF VAW committed
based on the survivor-perpetrator relationship:

o Unknown perpetrators in highest proportion com-
pared to other perpetrators hack women's accounts
(31.8% of cases committed by unknown perpetrator),
but this type of violence is also present in a high pro-
portion among partners (24.4% of all cases perpetrat-
ed by partners) and persons known to women only
on the internet (22.6% of all cases committed by these
persons);

o  Persons only known to women on the internet in high-
er proportion than other perpetrators send unwanted
or offensive content or messages (53.2%), although
this form of violence is also present in high proportion
among unknown perpetrators (47.1%);

o Partners (current or former) in higher proportion than
any other perpetrator threaten to reveal women's per-
sonal information without consent (20.9%), threaten
women in other ways (15.3%), and in almost the same
proportion as family members, monitor women’s phone
calls and other digital communication (23.8%);

o Family members in higher proportion than any other
perpetrator monitor women’s phone calls (24.2%) and
conduct acts related to photo manipulation and elec-
tronic defamation (22.3%);

o Supervisors or bosses in higher proportion than other
perpetrators pressure women to share sexually implicit
images or messages (17.2%), reveal private information
without woman’s consent (22.4%), and monitor wom-
en’s location (20.1%), though the total number of bosses
identified as perpetrators is relatively small (140 cases)
and this finding should be taken with caution (Table 6,
Annex 2).

In addition, there are significant differences between cur-
rent and former, married and non-married partners in the
type of TF violence they commit. When it comes to send-
ing offensive content or messages, inappropriate sexual
advances or content, threatening to release private content
(often for blackmail or revenge), manipulating photos, and
electronic defamation (Figure 10), former partners commit
these offenses in higher proportion than current partners,
and current non-married partners commit them in higher
proportion than spouses.

Figure 11: Types of technology facilitated violence against women perpetrated by different partners (%) (N=918)

Manipulating with photos, electronic defamation

Sending offensive content or messages

Threaten to reveal personal information without
woman’s consent

Inappropriate sexual advances or content

18.3
17.6
9.7

35.1
26.6
21.1
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o

© Former partner @ Boyfriend, girlfriend, fiance

Source: UN Women ECA regional survey 2023

Although all forms of violence, regardless of perpetrator, oc-
cur mainly on Facebook and Instagram, there are certain dif-
ferences between perpetrators related to types of platforms
they use in acts of violence. As previously noted, unknown
perpetrators are the most frequent perpetrators in general,
so they are also the most prevalent perpetrators in every
type of platform, excluding LinkedIn and educational plat-
forms (Table 5, Annex 2). In addition to Facebook and Insta-
gram, which are the most used platforms for all perpetrators,
there are certain differences in the use of other platforms.

10 20 30 40

Compared to other perpetrators:

o Current and former partners more often use TikTok,
WhatsApp and messaging applications;

o  Family members more often use TikTok, YouTube and
WhatsApp;

o Friends and acquaintances more often use WhatsApp,
Telegram and YouTube;

o Supervisors or bosses more often use YouTube, TikTok
and WhatsApp.
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4.5 RISKFACTORS

In order to understand which factors increase the risk of being exposed to technology-facilitated (TF) violence, two sets of
factors were examined: one related to various socio-demographic characteristics of women (such as age, education level, liv-
ing area, civil status, sexual orientation, employment status) and one related to the activities on the internet or in other digital
communication (such as time spent online, use of specific platforms and applications, possession of public accounts, number
of friends or followers, etc.). For this purpose, binary logistic regression was conducted with a dependent dichotomous vari-
able in which women were divided in two groups: those with any experience of TF violence (N=6662) (tested category) and
those without (N=5864) (reference category). Regression models and results are presented in Annex 2.

4.5.1 Socio-demographic characteristics of women

KEY QUESTIONS:

*  What factors increase the risk of being exposed to TF VAW?

*  Are socio-demographic characteristics related to risk of exposure to TF VAW?

KEY FINDINGS:

The risks of TF VAW are not evenly distributed among women with different socio-demographic backgrounds.
Younger women are at higher risk of TF VAW than older women.

Women with more than primary education are at higher risk compared to women with only primary school edu-
cation, and women with secondary technical training are at highest risk of being exposed to TF VAW.

LGBTQI women, women from bigger cities and divorced women also face higher risk of TF VAW.

Employment status has no influence on the risk of TF VAW.

Statistical analysis showed that among tested risk factors
(age, education level, employment, civil status, sexual orien-
tation and area of living) the strongest predictor of experi-
encing TF VAW is age. Young women (18-24) are at a much
higher risk of TF VAW than women in the oldest age group
(65+) (which was used for the reference category). Regres-

sion analysis indicates that the probability of experiencing
TF VAW is 4 times higher for the youngest women than for
those over 65 (see Annex 2, regression model 1).8 Cross-tab-
ulation data also clearly indicate that the prevalence of TF
VAW decreases with age (Figure 11).

Figure 12: Percentage of women with experience of technology-facilitated VAW within each age group

(N=12526)
18-24 I 58.0
35-44 O 53.2
2534 ] 52.9
4554 I 50.3
55-64 N a1.8
65+ N 33.7
[ [ [ [ [ [ [ |
0 10 20 30 40 50 60 70

Source: UN Women ECA regional survey 2023

80 In the statistical logistic regression model, the difference is observed between all age categories compared to the oldest respondents of age 65+
(reference category). The odds ratio for women up to 24 years was 4,1 (Exp(B)=4,115).
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Women aged 18-24 are
4 times more likely to

experience TF VAW than
women aged 65+

The identification of age as a significant risk factor may not
be surprising, as younger women on average spend more
time on the internet and social media.

Among women aged 18-24, almost half (49.4%) spend at
least three hours daily on social media, online messaging,
browsing and online gaming. This proportion decreases
to 40.6% among women aged 25-34, 36.2% among wom-
en aged 35-44, 38.6% among women aged 45-54, 36.1%

among women aged 55-64 and 24.3% among women aged
65 years or older.

That said, younger women were also found to have higher
exposure to offline gender-based violence in the OSCE-led
Survey on the Well-being and Safety of Women. Among
young women aged 18-29, 40% experienced sexual harass-
ment, stalking, psychological, physical or sexual violence in
the 12 months preceding the survey, compared to 24% of
women aged 60 years or older?!

Furthermore, data show that education has a significant
impact on women's exposure to TF VAW, Women who com-
pleted secondary or tertiary education are more likely to ex-
perience TF VAW compared to women who completed only
primary school (see regression model 1, Annex 2). This is also
evidenced by cross-tabulation data presented in Figure 12.

Figure 13: Percentage of women with experience of technology-facilitated violence within each education level

category, (%) (N = 12526)

Technical/vocational training ~ Immm— 59.3
Postgraduate | 57.8
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Source: UN Women ECA regional survey 2023

The locality (the size of the town) also statistically significant-
ly affects the chances of being exposed to TF VAW. Women
living in cities with number of inhabitants between 30,000

59.8%

women living in cities with number
of inhabitants between 30,000
and 100,000 have reported
experience of at least one
form of technology
facilitated violence

81  OSCE, Wellbeing and Safety of Women. Main report. p. 121

and 100,000 are at greater risk of TF VAW (59.8% have report-
ed experience of at least one form of technology facilitated
violence), followed by women living in cities with 100,000-
500,000 inhabitants (56.2%) and big cities with more than
500,000 inhabitants (55.4%). The lowest prevalence rates
are found among women living in places with less than
30,000 inhabitants (47.6%) (see also regression model 1 in
Annex 2).

There is a statistically significant relationship between wom-
en who reported having experienced TF violence and sex-
ual orientation. Bisexual and pansexual women are more
exposed to TF VAW than heterosexual women (74.8% and
724% vs. 63.6% respectively), while lesbian and gay wom-
en are at lower risk (59.1% and 55.4% respectively) (see also
regression model 1, Annex 2). There is also a relationship
between civil status and TF VAW, showing that divorced
women are more affected by TF VAW than unmarried and
married women (59.3% vs. 55.7% and 50.8% respectively). Fi-
nally, there is no statistically significant correlation between
TF VAW and current employment status.
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4.5.2 Risk factors related to digital communication

KEY QUESTIONS:

e Arethere factors related to online activities and practices, such as time spent on the internet, possession of public
accounts, number of connections established online, type of platform used, that increase risks of technology-fa-

cilitated (TF) violence against women?

KEY FINDINGS:

Time spent on the internet is the strongest predictor of TF VAW — women who spend more time on the internet

are at higher risk of being exposed to violence.

The highest risks are found among women participating in online gaming, followed by women who most often
use social media messaging, such as Snapchat, Viber, Facebook or Instagram, and then women who use Telegram.

Possession of a public profile on internet platforms, particularly more than one, and a larger number of friends and

followers increase also the risk of violence.

Statistical analysis shows that various characteristics of on-
line activities and communication influence the probability
of experiencing technology-facilitated (TF) VAW, including
time spent on the internet,®? type of platform or application
used for communication, possession of a public profile, and
number of friends or followers. The only factor that appeared
insignificant is the type of device used to go online. The ma-
jority of women (78.7%) use mobile phones to communi-
cate, while some women use a shared mobile (5.7%), shared

computer (2.3%) or public computer (2.1%). However, this
appears to have no influence on the risk of TF VAW. Among
other tested factors, the strongest predictor is time spent on
the internet. Women who spend 1-3 hours on the internet
daily are at 1.5 times higher risk to become victims of TF VAW,
Women who spend more than 3 hours on the internet daily
are at 2 times higher risk compared to women who spend
less than 20 minutes (regression model 2, Annex 3). See Fig-
ure 13.

Figure 14: Percentage of women with experience of technology facilitated VAW within each category of daily

internet usage duration (%) (N = 12526)

More than 8 hours
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Source: UN Women ECA regional survey 2023

Women who participate in online gaming have the highest
risk of experiencing TF VAW, followed by women who most
frequently use social media messaging such as Snapchat,
Viber, Facebook and Instagram chats and women who most
often use Telegram (regression model 2, Annex 2).

Higher risks of TF VAW are also linked to the possession of
public profiles and the number of such profiles. Women with
public profile are under three times higher risk of TF VAW
than women without public profile. Women with more than
one public profile are under higher risks than women with
only one public profile (regression model 2, Annex 2).

82  Time spent on internet was measured as a categorical rather than continuous variable. The question was ‘How much time do you spend on social
media, online messaging, browsing and online gaming’and the categories were: less than 20 minutes, 20 minutes to 1 hour, 1 hour to 3 hours, 3 hours

to 8 hours, more than 8 hours.

| 53
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HeForShe Summit 2023. Photo: © UN Women/Ryan Brown

The number of friends or followers also increases the risk of violence. Women with more than 100 friends or followers are
exposed to a higher risk of violence than women with less than 100 followers (regression model 2, Annex 2).

Lina’s testimony* (age 16): Doxing and cyberbullying

We young people mostly use Instagram and TikTok. Instagram is for posting
photos, seeing other people’s photos and chatting with others, while TikTok

is for watching videos when you are bored. For me, Instagram is the worst
platform because anyone can find you and see your photos. | had a private
Instagram account since the age of 13 [the minimum age to open an account
on most platforms]. Everyone had an Instagram account, so | thought | should
have it as well. All was fine until | started to receive some unwanted photos and
requests to send photos. | was threatened that | would be raped and killed if | didn’t send photos. It was
so traumatic. Maybe they were joking, but it was very traumatic for me. | didn’t know with whom to talk,
so | approached a psychologist for help, and | deleted my Instagram account. This lasted for two years,
and nobody did anything to stop it. After two years, one girl after another reported the same violence,
and when 10 girls revealed the same experience, they finally found the perpetrator. He was a peer from
school with problematic behaviour. None of the girls had told anyone out of fear.

Another harmful experience was with another boy. He asked me to send him some photos and promised
that he would not show them to anyone. But this was a lie. He sent photos that | would not want to show
to anyone to half the school. | am so embarrassed now that | will change schools.

I was lucky to have good parents. They showed understanding and did not blame me. Nowadays | use
the internet only to browse - | don’t have any social media account. Peers look at me with surprise, like
‘how it is possible that she does not have an Instagram account!

Later | joined an organization that works on raising awareness about gender-based violence.

Evidence from the qualitative research
*Not her real name
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4.6 CONSEQUENCES OF TECHNOLOGY-FACILITATED
VIOLENCE AGAINST WOMEN

4.6.1 Consequences for women'’s psychological wellbeing and social relations

KEY QUESTIONS:

e How does technology-facilitated (TF) violence affect women's psychological wellbeing and their social relations?

e Are consequences stronger or more prevalent in the case of repeated violence compared to one-off incidents?

e Are consequences different based on survivor-perpetrator relationship?

KEY FINDINGS:

TF VAW has noticeable consequences for women's psychological wellbeing, as two thirds of women with some
experience of TF VAW reported some emotional symptoms, feelings of unsafety or embarrassment because of the
exposure to TF VAW.

One in ten women reported that violence damaged their personal social relations with others.

The consequences are more prevalent among women who were exposed to repeated violence compared to
women with one-off experience of TF VAW, except for embarrassment, which is more present among women
who experienced a single violent incident.

Women whose perpetrators were partners were more likely to suffer psychological consequences, while those
whose perpetrators were bosses were more likely to feel unsafe, and those whose perpetrators were persons only
known on the internet felt more embarrassed.

When asked about the most significant consequence of experiencing technology-facilitated (TF) VAW, one in five women
experienced emotional and psychological symptoms such as stress, anxiety, fear, insomnia or similar. More than one in four
women (27.3%) felt embarrassed, one in five women felt unsafe and one in ten said the violence caused harm to a personal
relationship (Figure 14).

Figure 15: Women who
experienced technology-
facilitated violence by the
main consequence of such
violence (single choice)
(%) (N=6662)

Caused psychological symptoms

@  Feltunsafe

® Feltembarrassed

@® Caused harm to a personal
relationship

® Other

Source: UN Women ECA regional
survey 2023

There are significant differences between countries and  Albania (27.2%, 24.1% and 23.4% respectively), while embar-
sub-regions regarding the consequences of TF violence (Ta-  rassment was the most frequent reaction among women in
bles 9 and 10 in Annex 2). Women reported psychological ~— Moldova (42.2%). Feelings of unsafety were highest among
harm in higher proportion in Turkiye, North Macedonia and ~ women in Albania, North Macedonia and Ukraine, while
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damage to social relationships was reported by a higher
proportion of women in Turkiye, Kosovo and Bosnia and
Herzegovina (14.9%, 12.2% and 11.7%, respectively). There
is also a relationship between consequences and frequen-
cy of violence. For repeated acts of violence, a higher pro-

portion of women experienced negative consequences for
their psychological wellbeing and social relationships, while
for one-off acts of violence, a slightly higher proportion felt
embarrassment (Figure 15).

Figure 16: Consequences of technology-facilitated violence reported by women, by the frequency of the acts

experienced (%) (N= 6662)
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The consequences for women are also different depending
on their relationship with the main perpetrator. More prev-
alent psychological damage was recorded among women
who were aggressed by partners than other perpetrators,
while feelings of unsafety were reported in the highest pro-
portion among women who were abused by bosses and
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@ Do not know

supervisors. Embarrassment was more often felt when per-
petrators were only known to women on the internet, and
other reactions (such as ignoring, ridiculing, minimizing the
importance) are more present in the case of unknown per-
petrators (Figure 16).

Figure 17: Consequences of technology-facilitated violence reported by women, by the perpetrator of these acts

(%) (N=6662)

Partner (current or former) 27
Family member 24

Boss 22.9

Someone known only
on internet

Friend, acquaintance 20

Unknown 16

Source: UN Women ECA

regional survey 2023 Psychological symptoms
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4.6.2 Women's response to feelings of unsafety and use of precautionary measures

KEY QUESTIONS:

Are there differences in feelings of safety between women with and without experience of technology-facilitated
violence in regard to participating in online communication?

Are women with experience of TF violence more cautious in their digital communication?

Which precautionary measures do they utilize when going online?

Do survivors of TF violence have higher expectations of violent attacks than women without such experience?

KEY FINDINGS:

Women who have experienced any form of technology-facilitated violence feel more unsafe online.

They are also more cautious in digital communication and more often utilize various precautionary measures,
such as turning off webcams and location sharing, using different passwords for different accounts, customizing
privacy settings on platforms, and only communicating with persons they know offline.

Experiences of violence discourage women from expressing themselves on the internet, and a significant pro-
portion becomes accustomed to violent attacks, potentially leading to increased tolerance for violence and a less
proactive approach to combat it.

Experiencing technology-facilitated violence makes wom-
en feel less safe on the internet. Although the majority of
women feel safe on the internet regardless of whether or
not they have experienced TF violence, there are statistically
significant differences in feelings of safety between women

with and without experience of TF violence, with women
who have experienced some form of technology-facilitated
violence less likely to feel safe than women who have not
(Figure 17).

Figure 18: 100 —
Women's feelings of
safety by experience of
technology-facilitated 75 |
violence (%)
(N=12526)

50 @ Feels safe

@ Does not feel safe
25 _|
0o _J
Women Women without

Source: UN Women ECA regional survey 2023 survivors experience of TF violence

Feelings of unsafety are particularly high among women in
North Macedonia (56.2%), Georgia (46.8%), Albania (45.3%),
and Turkiye (38.8%), which may not only be related to ex-
perienced TF VAW but also to greater awareness of the risks
of online communication. For example, among women who
are accustomed to being negatively targeted online be-

cause nothing is done to prevent it, 37.2% feel unsafe, com-
pared to 32.9% of women without such expectation (for risk
awareness see figure 21).

There is also a noticeable difference between women who
were exposed to TF violence repeatedly and those who ex-
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perienced a one-off incident: among the former, 38.5% feel
unsafe on the internet, while among the latter, 34.1% feel
unsafe. There is no significant difference based on the sur-
vivor-perpetrator relationship, meaning that women's feel-
ings of safety on the internet do not change depending on
whether their experience of TF VAW was related to a part-
ner, other known persons in the ‘offline’ world, persons only
known on the internet, or those completely unknown.

Interestingly, while a higher proportion of younger women
(18-24 years old) have been exposed to TF VAW (58% — see
Figure 11), they feel safer online than older women (65+)
(Figure 18). This may be connected to higher digital literacy
and confidence in precautionary measures, but this assump-
tion could neither be confirmed nor rejected based on the
survey data.

Figure 19: Proportion of women who feel unsafe on the internet within each age group (%) (N = 12526)

18-24 | 30.9
25-34 | 36.3
35-44 | 37.4
45-54 | 33.5
55-64 | 31.8
65+ | 50.5
[ I I I I [ \
0 10 20 30 40 50 60

Source: UN Women ECA regional survey 2023

A higher proportion of women with higher education feel
unsafe online than women with lower levels of education,
which might be related to their higher exposure to violence,
as well as greater awareness of risks. While among women
with postgraduate degrees, 42.4% feel unsafe online, among
women with only primary school education, 30.8% feel un-
safe. Women with diverse gender identities and sexual ori-
entations also feel unsafe in higher proportion. While among
heterosexual women, 34.5% feel unsafe online, 49.3% of
asexual women and 47.1% of lesbian or gay women feel
unsafe.

Although longer hours on the internet increase risks of vi-
olence, a lower proportion of women who spend more
time online feel unsafe on the internet. For example, among
women who spend more than 8 hours every day on the in-
ternet on social media, online messaging, browsing or on-
line gaming, 73% feel safe online, while among women who
spend less than 20 minutes daily in such activities, 60.6% feel
safe online. Also, a greater proportion of women who have
public profiles on internet platforms feel safe online than
women who do not have public profile (70.3% vs. 55.6%).

Women who have faced TF violence are more likely to apply
different safety measures when going online, such as using
different passwords for different accounts, turning off web
cams, connecting online only with people they know offline,
turning off the ‘share my location’feature on their electron-
ic devices, customizing privacy settings on online platforms
or avoiding sharing any personally identifiable information
(Figure 20). Although it is not possible to infer causality, it

may be the case that safety measures were more frequently
taken by women who experienced TF VAW exactly because
of that experience.
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Figure 20: Women'’s use of precautionary measures online by experience of technology-facilitated VAW

(%) (N =12526)
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Customize privacy settings on online platforms I 37.2
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Source: UN Women ECA regional survey 2023

Women who have experienced TF VAW are more likely to
expect sexist or hateful language if they express themselves
on the internet, which might inhibit their expression and
encourage withdrawal from online communication or com-
munities. While most women show awareness of the need
to be cautious about what they post on the internet, those

@ Women without experience of TF violence

@® Women with experience of TF violence

with experience of TF VAW report slightly greater awareness.
It is concerning that a significant proportion of women, par-
ticularly those who were exposed to TF VAW, have become
accustomed to such violence, which contributes to more
tolerance and a less proactive attitude to combating gen-
der-based violence in digital media (Figure 20).

Figure 21: Women's attitudes towards technology-facilitated VAW, by experience of technology-facilitated VAW

(% of agree and strongly agree answers) (N = 12526)

I could expect sexist or hateful
language toward me if | use
the internet to express myself

| am very cautious about what
| post on the internet because |
am worried about my safety
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to being negatively targeted
online, because nothing is done
tostop it

47.8
62.5

81.2
84.5

39.1
43.7

Source: UN Women ECA regional
survey 2023
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4.7 REPORTING AND COMBATING TECHNOLOGY-
FACILITATED VIOLENCE AGAINST WOMEN

KEY QUESTIONS:

How did women react to technology-facilitated (TF) violence?

What are their coping strategies after experiencing TF VAW? Are women proactive in terms of reporting, publish-
ing, sharing experiences, or are they more defensive — withdrawing, keeping to themselves?

How many women approach the institutional system to report and seek help and how many approach their
personal safety networks?

What are the outcomes of support seeking actions?

KEY FINDINGS:

After experiencing TF VAW, the majority of women took some steps to increase their safety on the internet, such
as to block, mute or unfriend the person who caused harm.

Women rarely report cases of violence to the police or other institutions, and even less so to non-governmental
organizations; less than half of women reported their experience to friends or family.

The reasons for not reporting are the belief that nothing will be done, lack of trust in institutions, fear that confi-
dentiality will not be respected and fear that they will be blamed for the experience.

Women who asked for support from their partner, family or friends often received support.

A high proportion of women would like stronger accountability and responsibility from companies that own
internet platforms and apps, more effective protection from institutions, and more awareness raising in order to
empower women to prevent, report or counter TF VAW.

After experiencing some form of technology-facilitated (TF) ~ block, mute or unfriend the person who caused harm (Fig-
violence, the majority of women (88.4%) took some steps ure 21). However, 11.6% of women did nothing in reaction to
related to online safety. The most common reaction was to  the violence experienced.

Figure 22: Responses to technology-facilitated violence by women who experienced such violence, by action (%)

(N=6662)
Blocked, muted or unfriended users who caused harm I 36.6
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Used different passwords for different accounts ] 13.3
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Stopped sharing any personally identifiable information ] 11.8
Turned off‘share my location’ on electronic devices ] 10.8
Deleted the content that caused the online violence incident I 10.4
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Stopped using that online platform/deactivated account I 8.6
Posted about the experience online [ ] 6.3
Contacted the authors of the harmful content [ ] 6.2
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Source: UN Women ECA regional survey 2023 0 10 20 30 40
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Less than half of women who experienced TF VAW (43.8%)
have shared that experience with someone or asked for sup-
port. They most often reported their experience to friends
and family members, and a small proportion contacted the

Figure 23:

Reports of technology-
facilitated violence by
women who experienced
such violence, by persons
and institutions

(%) (N=2916)

Source: UN Women ECA regional
survey 2023

Among those who did not seek support or tell anyone, one-
third (33.6%) did not report because they did not think it
would make a difference, 14.7% did not recognize at that
time that it was violence, 13.6% did not know who to report
to, 9.8% did not trust other persons enough to report. 9.2%
did not trust institutions, 7.8% were concerned that confi-
dentiality would not be guaranteed, 6.3% blamed them-

2.5 2.3

2.6
3.9
4.5 \
25.6
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police, institutions or non-governmental organizations spe-
cialized in supporting victims of VAW. Answers also indicate
a modest level of reporting directly to the online platforms
on which violence happened (Figure 22).

Friend

Family member

Online platform

Partner

Police

Human rights institution
Other

Educational center personnel

Non governmental organization

Human resources office at work

selves and felt ashamed and therefore hid it, and 5.0% felt
scared.

Among women who reported incidents of TF VAW (regard-
less of to whom they reported it), 44.2% got support from
partners, friends or family, or other persons; 7.8% got some
kind of support through an action taken by the platform on
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which violence happened. Some type of official action was
taken in only 5.7% cases, while 15% of women were told to

Figure 24:

Outcome of reporting

of technology-facilitated
violence by women who
reported an act of such
violence, by type of
outcome (%) (N=2916)

Source: UN Women ECA regional
survey 2023

Among women who reported an incident of TF VAW to the
online platform (465 women), action was taken by platforms
in 23.7% of cases (110 women), other official action was
taken in 3.5% of cases (24 women), but in 14% of cases (65
women), the representatives of the platform advised wom-
en to ignore the incident. Among those who reported the
incident to police (206 women), 18% (37 women) were told
to ignore the incident, while action was taken by authorities
in 25% of cases (42 women).

Women were asked to propose the best ways to combat
technology-facilitated VAW. Their answers emphasize first
and foremost the responsibilities of online platforms, com-
panies who own the communication platforms and their
policies that protect users (Figure 24). The second most
frequent proposal is related to prevention through raising

2.6 2.1

S

ignore the case, and 18.2% of women were exposed to fur-
ther violence and various negative outcomes (Figure 23).

Received support from others

Received emotional support from
partner or family

They were told to ignore the incident
Other

Action was taken by platforms

Some official action was taken

Their online accounts were deleted
21.4 They lost their job

Their access to internet was blocked

Was subjected to additional violence

Their devices were confiscated

They were expelled from the class

awareness and education to prevent TF VAW. A high propor-
tion of women proposed firmer measures against perpetra-
tors, such as permanent suspension of their accounts. Two
thirds of women proposed more effective reactions from
police and judiciary who should take measures against per-
petrators. Almost the same proportion of women proposed
an improved legal framework and more adequate gov-
ernment measures to provide a more secure online space.
They also proposed better informing women where they
can ask for support in cases of TF VAW. Slightly more than
half of women proposed new online policies that would
require the real identities of users when opening online
accounts. Almost half of women also proposed to create a
more supportive environment for victims, not to be blamed
and punished for experienced violence, which requires
awareness raising among families and within communities
(Figure 24).

Figure 25: Women'’s preferred ways to combat technology-facilitated VAW (multiple responses, percent of all

answers) (%) (N=12526)

Online platforms improving their policies to protect users
Education and raising awareness to prevent online violence
Users permanently suspended

Police and judiciary taking action against perpetrators
Government measures to ensure a safe and secure online space
Sharing information on where to seek support

Requiring users to disclose identity

Communities and families being more supportive of victims

Source: UN Women ECA regional survey 2023
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There is a consensus among interviewed stakeholders of all types that technology-facilitated (TF) violence against women
has increased since the outbreak of the COVID-19 pandemic and has become more pervasive and intense. This chapter re-
flects the views, experiences, and roles of various stakeholders engaged in the response to TF VAW, their assessment of their
own capacities to effectively tackle TF VAW; and their ideas of what is needed for a better response.

5.1 THE PERSPECTIVE OF GOVERNMENTAL

STAKEHOLDERS

5.1.1 National gender equality
mechanisms

Gender equality mechanisms take different forms across
the region. In some countries, the main gender equality
mechanisms are attached to the executive power, while in
others, mechanisms are attached to legislative power. In
some countries, there are multiple mechanisms at national/
central/state level, while in others there is a single mecha-
nism. There are also differences in terms of the existence and
effectiveness of regional and local gender equality mecha-
nisms.

One of the key roles of gender equality mechanisms in the
area of EVAW includes monitoring and leading initiatives for
revising legislation, particularly in regard to alignment with
Istanbul Convention within countries that are signatories.

Their role is to lead the processes of designing and im-
plementing national gender equality and EVAW policies,
organizing or supporting various awareness campaigns,
coordinating gender equality policies and mechanisms
horizontally (across ministries) and vertically (between local
and central governance levels), and collaborating with other
stakeholders, such as human rights institutions, ministries,
parliaments, civil society in designing and implementing
policies and various initiatives. Interviewed representatives
of gender equality mechanisms provided information about
various processes regarding the advancement of legal
frameworks and policies for combating VAW.

Many achievements were reported during interviews. It is
clear that alignment with the Istanbul Convention (which
was not only found among signatories but also among oth-
ers, such as Kosovo) is one of the main processes: legislation
was changed to align with the Convention, multisectoral
response was initiated or improved, and a more compre-
hensive understanding of the diversity of forms of VAW was
introduced (for example, more focus on psychological and
economic violence, stalking, forced marriages, sexual harass-
ment).

‘I don’t think we have achieved little. We have
advanced toward the elimination of VAW. We
established the system for support, but there is
always the issue of effective implementation of

laws and regional distribution of services. There are
big differences in the availability of services and
multisectoral responses between local communities.’

(Representative of gender equality mechanism,
Western Balkan country)

At the same time, they reported a need to further improve
legislation, policies and institutional capacities to more ef-
fectively address TF VAW. Even when EVAW is high on the
policy agenda, technology-facilitated dimensions are not
sufficiently included. Interviewed representatives of nation-
al gender equality mechanisms reported lacking sufficient
knowledge about TF VAW, which is very much needed to
ensure its appropriate place in national policies.

‘We don'’t place enough focus on technology-
facilitated violence against women. This is one

of the huge risks for women'’s safety in the era

of digitalization. We did not attach sufficient
importance to this issue...We do not recognize it

as specificamong other forms of violence. When

I think about it, with my experience of 20 years
working in the area of EVAW, | am not sure what
could be done in the situation of such violence. If |
would experience such violence online, | would not
know whom to ask for support or what the gaps are
in legislation. | know there are many problems in
regard to the evidence, but all | know is just partial.

\/ _J
(Representative of gender equality mechanism,
Western Balkan country)




‘We need more efforts to adjust the legal
framework and policies to technology-facilitated
violence against women. We know this is very
brutal, especially for women in politics or in public
roles. We need to adjust legislation and action
plans. At this moment, technology-facilitated
violence is not effectively addressed. Digital space
is quite new for law enforcement structures. Cyber-
attacks, harassment, and all other types are not
well covered by the law.

\/ J
(Representative of gender equality mechanism,
Eastern Europe country)

‘It is quite a new phenomenon, and it is not easy for
institutions to know how to deal with it. We need

more instruments, more knowledge, strong profiles
of people that are specialized in violence against
women... We need a more holistic approach.

(Representative of gender equality
mechanism, Western Balkan country)

Regional and international cooperation is highly appreciated
by stakeholders. As indicated by representatives of gender
equality mechanisms, in the sub-region of the Western Bal-
kans, the Regional Board for gender equality was established
in 2015 with the support of European Institute for Gender
Equality (EIGE). Initially it focused on the implementation of
UN Resolution 1325 on women, peace and security, but with

Serbia: | protect you (Cuvam te)

The web platform‘l protect you’ was established
by the Republic of Serbia under the cabinet of
Prime minister. Children can report violence

via the platform, which also offers awareness
raising content for children, parents, and teachers
in regard to online violence and peer to peer
violence.
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time it expanded its work on other topics, such as economic
empowerment of women, status of women, etc. In inter-
views, some representatives of gender equality mechanisms
suggested to raise the issue of TF VAW in future gatherings.

5.1.2 Publicinstitutions in response to
technology-facilitated violence
against women

Multisectoral response
mechanisms

Services in support of TF VAW, when available, are integrated
into services in support to survivors of VAW in the public/
state service sector. Information collected through inter-
views with stakeholders indicates several weaknesses in the
existing capacities of the system for addressing VAW to ade-
quately respond to TF VAW:

o TF VAW, particularly violence committed by unknown
perpetrators, or generalized violence against women
on the internet in the form of hate speech and misogy-
ny are most often out of the scope of available services
in support to victims of VAW;

o TFVAW is mainly recognized by public service providers
as the use of digital tools or channels within cases of
intimate partner and domestic violence;

« Existing specialized public services to support to vic-
tims of TF violence are dedicated to children rather than
women. These are usually web platforms through which
children can report technology-facilitated violence and
get information about forms of violence, measures of
protection, available services and similar.

Stakeholders representing institutions engaged in response
to VAW and domestic violence have reported significant
improvement of multisectoral cooperation for addressing
violence against women over the last several years. This can
be attributed to a great extent to the reforms grounded in

| 65



66 |

The dark side of digitalization: Technology-facilitated violence
against women in Eastern Europe and Central Asia

the Istanbul Convention. Multisectoral teams composed of
representatives of the police, social protection, judicial in-
stitutions and other stakeholders (depending on the coun-
try-specific modalities or specific local communities) are es-
tablished at local level to varying degrees in all 13 countries.
However, these mechanisms are not designed specifically
for TF VAW, and information obtained through qualitative
research about their effectiveness indicates remarkable vari-
ability among countries as well as among regions. In some
communities, these local EVAW mechanisms are more effec-
tive, while in others, they mainly exist only formally. General-
ly, all interviewed stakeholders are aware that multisectoral
response mechanisms are not sufficiently equipped with re-
sources to address TF VAW. They lack knowledge, means and
other capacities to effectively engage with cases of TF VAW.

Cybercrime police

One of the institutions that represents an important pil-
lar of protection for TF VAW and which is rarely included
in EVAW multisectoral mechanisms is cybercrime police.
As described by some of the representatives of this police
branch, their role is, among other things, to continuously
monitor social networks and other online spaces to support
investigations of other police departments as necessary tO
identify criminal offences in cyber space and to refer to
prosecution when crimes are evidenced.

In some countries, challenges that police face in perform-
ing their responsibilities in the area of TF VAW are related to
overlapping responsibilities. If a current or former partner
commits violence against a woman by publishing her inti-
mate photos on the internet, this falls under the jurisdiction
of the domestic violence unit, and if the same is done by an
unknown perpetrator, the case will be assigned to the cy-
bercrime unit. Cooperation between domestic violence and
cybercrime units is not always clearly regulated. Some-
times the domestic violence unit would collect evidence
related to digital technologies, for example taking data from
mobile operators, while in other cases they would ask for
support from the cybercrime unit. This is decided on a case-
by-case basis.

As explained by representatives of the cybercrime police, it
is often much more difficult to tackle TF VAW than ‘offline’
VAW as it can be very complicated to identify perpetrators.
Depending on the media used to perpetrate violence, there
are different technological possibilities to identify perpetra-
tors. For cases where violence happens online, the identifi-
cation of the perpetrator goes through the identification of
IP address. It was explained that it is often difficult for per-
petrators to effectively manipulate IP addresses, so eventu-
ally they can be caught. For that, cooperation with online
communication platforms is crucial. As indicated by several
representatives of cybercrime police units, cooperation with

Facebook and Instagram is positive in cases of child pornog-
raphy. They are cooperative and assist the police in identify-
ing perpetrator and provide data on accounts (based on a
court warrant), but this occurs only in cases of child pornog-
raphy, terrorism, drug-related crime, and human trafficking.
This kind of cooperation does not include VAW. TikTok and
Snapchat were labelled as much less cooperative. Police re-
quests were not answered for months, which prevents the
identification of perpetrators and the collection of evidence.

It is particularly difficult to identify perpetrators who use
peer-to-peer programmes, which is often the case for
the dissemination of pornographic materials. These pro-
grammes require advanced technology to tackle. However,
available resources in terms of knowledge, technology and
personnel are often not optimal for such complex tasks.

It was emphasized that international cooperation be-
tween police forces is very important for effective action
against TF VAW. Representatives of the police from Western
Balkan countries indicated very good cooperation with In-
terpol and Europol. That cooperation includes not only joint
work on criminal cases, but also capacity building activities
through training sessions organized by Interpol and Europol.

Many stakeholders representing different institutions in the
system for response to VAW indicated that protective mea-
sures are nowadays much more effectively introduced and
implemented. In some countries, these measures by default
also prohibit the perpetrator from contacting the victim
through information and communication technology.

Justice system

The justice system faces many obstacles in regard to
TF VAW when it is international. It is difficult to get state-
ments and to translate statements or other documents.
Cross-border cases are time-consuming and raise questions
of jurisdiction when it comes to applying sanctions. Gener-
ally, the criminal offense should be processed in the country
where the perpetrator is located, but it is difficult for vic-
tims to access justice systems in foreign countries.

In some countries, free legal aid to victims of violence is
available in the judiciary system, while in others it is only
available if provided by NGOs. There are also examples of
specialized services for perpetrators within the justice sys-
tems. The following example from Georgia demonstrates
the efforts to prevent recidivism among perpetrators of
violence against women by introducing voluntary thera-
peutical programs in prisons for sentenced offenders. While
a promising initiative, the service shows limitations, as it
is not adequately integrated within the broader system for
prevention and protection, lacking proper links with survi-
vors and programmes in their support.
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Georgia: Special Penitentiary Service

This institution is established under the Ministry of Justice and
its function is the rehabilitation of prisoners. It is a decentralized
agency present in all 13 prisons in the form of therapy
programmes for convicted perpetrators. Personnel include
social workers and psychologists. During their prison term,
perpetrators are allowed to communicate with victims and are
even allowed to have 24-hours visits from victims. The heads
of the service are aware of the risks related to communication
and visits, but current rules prevent them from developing a
more appropriate approach. Gaps in the service are related

to the fact that service personnel do not have contact with
victims, so they cannot get insights into the behaviours of
perpetrators and thus lack information to conduct proper

risk assessments.

They only get information from perpetrators

themselves, which is often biased. Contact with victims

is allowed only with the consent of the perpetrator,

which is often not the case. There is no collaboration with the prosecutor office, and these gaps prevent
the service from providing a more holistic risk assessment that would be in favour of the victim.

During the research, interviews with two beneficiaries of the service were conducted.
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Availability of data and
administrative records

Lack of data on TF VAW is one of the main gaps in the sys-
tem for prevention and protection. Until recently, data on
the prevalence of partner and non-partner violence against
women were limited in the sub-region. Only a few studies,
based on representative samples across the region (e.g, in
Albania, Bosnia and Herzegovina, Georgia and Serbia), were
available prior to the OSCE-led survey on the safety and well-
being of women, but they were not comparable. For the first

Tiirkiye: Research on violence against
women in politics

In some countries in the region, research initiatives
aim to investigate technology-facilitated violence

against specific groups of women who may be more

exposed to such violence. One such example is
research conducted in Turkiye on violence against
women in politics.

According to this new research,® women in politics

time, this 2018 survey provided comparable and systematic
data on prevalence, characteristics, consequences of vio-
lence against women, reporting and access to services for
8 countries (6 Western Balkan countries and Moldova and
Ukraine). After the OSCE-led survey, countries in the Western
Balkans continued to work on producing statistics on VAW.
Thus far, North Macedonia and Serbia have introduced VAW
surveys aligned with EU Fundamental Rights Agency (FRA)
methodology. However, these surveys do not adequately
include TF VAW, so the official survey-based statistics still do
not provide adequate data.

in Turkiye face different forms of violence throughout all

phases of their political lives, including technology-facilitated

violence. As women politicians’ visibility increase in traditional

and social media around election cycles, they are subjected to

online gender-based discrimination and violence, often focused on

their appearance. The research also reveals that women politicians are often targeted with violent and
sexually explicit smear and harassment campaigns on social media, as well as other acts of violence

in communication with constituents after they have been elected. The report, produced by UN
Women Tirkiye with the technical support of Terra Development Cooperative, was published in

October 2023.

When it comes to administrative records provided by vari-
ous institutions engaged in the response to VAW, the main
trend across the region is incomplete data records. There are
several gaps in administrative data. The most common case
is that each institution has its own records and databases,
which are not synchronized nor linked between police, ju-
diciary, prosecution, and social protection sectors. In rare
cases where a unified database is established, it is limited
to domestic violence and does not include other forms of
VAW. Again, there is no focus on TF VAW, and it is not possible
to identify cases which included different forms of TF VAW.
There are also other shortcomings within such databases.

For example, in some countries, cases are recorded only if
they are taken to prosecution and judiciary.®

Information obtained through qualitative research indicates
that professionals in all sectors in many countries were sub-
jected to trainings and awareness-raising in regard to gen-
der equality, EVAW, and changing stereotypes. However,
participants in the interviews and focus groups pointed to
existing prejudices and lack of knowledge and competenc-
es to work in prevention and protection from VAW, particu-
larly in regard to technology-facilitated dimensions.

83  Similar challenges were also identified also in the EU, as reported by EIGE. (EIGE, Police and justice sector data on intimate partner violence against
women in the European Union, https./eige.europa.eu/publications-resources/publications/police-and-justice-sector-data-intimate-partner-vio-

lence-against-women-european-union)

84  UNWomen, Terra Development Cooperative (2023). Violence against Women in Politics in Turkiye. A Qualitative Study
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5.2 THE PERSPECTIVE OF INDEPENDENT HUMAN
RIGHTS OVERSIGHT INSTITUTIONS

Countries in the region mainly have generalized indepen-
dent but governmental human rights institutions, such as
Ombudspersons, but few have specialized human right in-
stitutions dedicated to the protection of equality or protec-
tion from discrimination, including based on gender. In the
case of generalized Ombuds offices, there are often separate
divisions for gender equality. Information collected through
qualitative research indicates the active engagement of
these institutions in the protection of gender equality and
women’s rights, but little to no engagement in the area of
technology-facilitated VAW.

These institutions mainly supervise the implementation of
laws and policies from a human right perspective, screen-
ing the work of institutions for discriminatory practices. As
indicated by several representatives of human right over-
sight institutions, a large proportion of cases related to
gender-based discrimination that are referred to them oc-
cur in the field of employment. In the area of VAW, these in-
stitutions mainly monitor whether the work of institutions
is non-discriminatory, particularly regarding women from
vulnerable groups (minorities, rural women, women with
disabilities, etc.). Several institutions in the region are highly
committed to monitoring femicide, recognizing the severity
of the situation in the country and the consequences of fem-
icide on women'’s overall wellbeing in the country.

High on the agenda of interviewed human rights institu-
tions is hate speech, including hate speech against wom-
en, misogyny and sexism. In this line of oversight work, the
institutions monitor the work of media, including internet
portals and social media, and in some countries cooperate
with audiovisual media authorities to sanction and educate
media. This is particularly important in countries in which so-
cial media and internet news platforms are not regulated by
media laws. While a media company can be subject to the
law in their printed or electronic media, they can be out of
reach of the law on their web news platforms, as they are not
registered as media and not subject to the law.

The oversight institutions reported that cooperation with
civil society organizations, particularly women's organiza-
tions combatting gender-based discrimination and violence
against women, is crucial. The institutions rely on informa-
tion from and competencies of women's CSOs. Represen-
tatives of oversight institutions emphasized that with this
cooperation they are better able to issue opinions, declare
remedies for discriminatory acts and advance the elimina-
tion of discriminatory practices within the work of public in-
stitutions. However, their effectiveness is often limited.

‘There is a lot of discriminatory, stereotypical,
sexist language which is frequently used toward
women in general but also individually. When a
woman is a public person, politician or head of
public institution, they are not attacked for their
actions, but on basis of their sex. We issued some
decisions which addressed sexist hate speech
against women. Parliament is not eager to take
measures for inappropriate language... We see that
society remains in some ways very patriarchal, so
daily work is required from different institutions

to continuously address this. Especially during
electoral campaigns - sexist language is frequently
used during campaigns.’

\/ ’
Representative of human rights oversight institution,
Western Balkans

‘Cases of sexual harassment are not frequent.
Women are not keen to expose experiences of
sexual harassment. We had one case where we
issued a decision on sexual harassment based
on the grounds of gender. This was the first
decision since the law was amended to include
sexual harassment as form of discrimination. It
was initiated by a CSO. Unfortunately, we have
seen that the authorities ignored the decision.
After some years they promoted the perpetrator
to a higher position. Media reported on that,
and CSOs reacted. That was a bad message to

society. We must work more on public authorities,
especially on awareness of gender-based
violence, to react more effectively.’

Representative of human rights oversight institution,
Western Balkans
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5.3 THE EXPERIENCES AND NEEDS OF WOMEN'’S CIVIL
SOCIETY ORGANIZATIONS

5.3.1 Perception of trends

In general, the research found that information and commu-
nication technology has profoundly changed the landscape
of VAW and placed new requirements for prevention and
protection that CSOs engaged in EVAW initiatives or direct
service provision cannot currently meet adequately. Similar
to governmental stakeholders, civil society organizations —
whether they are direct service providers, advocacy-orient-
ed activists in the area of women'’s rights, or gender equality
experts — are much more engaged in the ‘traditional’ area
of gender-based violence and VAW, and only a few are par-
ticularly focused on technology-facilitated (TF) VAW. During
focus group discussions and interviews, they often empha-
sized that TF VAW is increasingly present in their work.

In their experience, TF VAW, unlike violence that is exclusively
perpetrated offline and without using digital technologies
and which stops when you separate the victim from the
perpetrator, can occur 24 hours a day. The anonymity pro-
vided on the internet often enables perpetrators to be more
aggressive. Content that is uploaded to the internet can re-
main there forever, leading to years of victimization. Part of
the problem is a low ‘safety culture’ and lack of awareness
among women. Some publish private photos and photos of
their children, not understanding the risks that this may bear.

Organizations working in the area of human trafficking re-
port that the internet and digital technologies are used more
than ever for the recruitment of victims, particularly minors.

‘Digital violence has changed the whole context
of violence against women. It gave new means

to perpetrators - not one but a hundred hands.

It has changed the way we treat victims, how we
design services. For example, when you place a
woman in the shelter, you also have to control her
communication. Particularly for women that have
court processes. Even when you remove a woman
from the situation of violence, you did not protect
her, as the perpetrator now has powerful tools to

continue to harm the woman remotely.’

(Representative of CSO, Western Balkans)

“Violence continues even when a woman leaves a
violent relationship. We see this in our safe house.
Partners have all the passwords from women'’s
accounts. They were forced to share accounts with
them. It is very complex from the aspect of proving
harm. A perpetrator may not send threatening
messages. He can send love messages, he can
spread these messages ‘full of love’ throughout
joint internet accounts, but this is very disturbing
for the victim. However, institutions do not see that
as disturbing or threatening. It is much easier when
thereis a direct threat.

~ ’

(Representative of CSO, Western Balkans)

At the same time, information and communication technol-
ogies gave new opportunities to partners or non-partners
to control and abuse women. The old solutions do not work
as before. It is not enough to place a woman in a shelter to
protect her.

Controlling forms of partner violence have changed. Previ-
ously, forms of control were more overt: a husband would
forbid a woman from visiting family or friends or would
check her purse. But now, women are often unaware they
are being controlled. Partners control women through
shared location on mobile phones and hidden mobile apps
that monitor their communication. Sometimes, though the
control is more overt, women accept to share Facebook or
Instagram or other internet accounts, or they give their pass-
words to partners so he can monitor their online communi-
cation. New digital technologies are used to record explicit
videos and use them to extort money or sexual services or as
revenge porn to humiliate women who did not comply with
men’s will. The power of this form is fierce, as women’s lives
are destroyed because technology enables these videos to
go viral, to be spread to everyone they know, and even to go
global. Content uploaded to the internet can remain there
forever, repeating victimization over and over.

In addition to the universal trends and characteristics of TF
VAW, there are certain specific circumstances that make it
distinctive for countries in the region. One of the specific sit-
uations is related to the withdrawal of Turkiye from the Istan-
bul Convention. According to interviewed stakeholders, the
situation regarding VAW, including technology-facilitated
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VAW, has escalated since the withdrawal. The Istanbul Con-
vention was very important in protecting women'’s rights in
the area of safety and protection from violence. NGOs con-
tinue to work and provide protection but in a much worse
situation. Public institutions are not open, particularly not for
some specific groups, such as the LGBTQI population.

Another aggravating situation is related to the consequenc-
es of the devastating earthquake in Turkiye in spring 2023.
The earthquake strongly impacted the capacities of CSOs to
deliver services, as funds were reallocated to earthquake sur-
vivor assistance. The price of renting space has significantly
increased in affected regions and some organizations have
lost the capacity to provide space for work. Consequently,
their capacities to provide adequate support to survivors of
VAW and to expand these services to address cases of tech-
nology-facilitated VAW are lower than before.

The war in Ukraine brought new suffering for women — in-
creased risk of rape, sexual assault and other forms of vio-
lence which increase during conflict situations and situa-
tions of forced migration among refugees and IDPs. Similar
to Turkiye, these crises make it even more challenging for
CSOs to adapt and expand their services to address TF VAW.

5.3.2 Women under particular risk
of technology facilitated violence

Representatives of CSOs identified diverse categories of
women at greater risk of technology-facilitated VAW, accord-
ing to the experience they gathered through their work with
survivors or in the broader system for prevention and pro-
tection.

The dark side of digitalization: Technology-facilitated violence against
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Women in divorce proceedings are at particularly high
risk of TF VAW. They are often already victimized prior to their
decision to divorce, but the process of divorce triggers the
husband to be much more aggressive and ‘creative’ in us-
ing digital technologies to increase pressure on women to
stop the divorce or to be‘less demanding’in requests related
to guardianship over children, division of property, etc,, or
simply as revenge for her intention to divorce since divorce
means a loss of control over her.

Women in public positions, particularly politicians,
journalists, activists. Women political candidates are par-
ticularly under attack during election periods.

‘We witness online hate speech against women in
politics, regardless of ethnicity. You can become
a victim of hate speech on any platform. Women

become easier targets than men. Women are left
alone to deal with online hate speech violence.
There is no reaction even from their political parties
to respond and protect them.

(Representative of CSO, Western Balkans)

‘Violence against women in public positions is

most visible during electoral campaigns, when
women are more visible in the media. It is intended
to discourage women through humiliation and
degrading content. It is assumed that women accept
that violence as part of the public career. As soon as
they leave children at home, they should be ready
to be exposed to violence. There was the case of

a woman MP dancing behind birthday cake. The
media published that, commenting that she could
do pole dancing. We submitted a complaint to the
Council for press [media supervisory body] but

they replied that there are no grounds for gender-
based violence, as she should accept those kinds

of comments since she is a public person. Their
decision was that the law on gender equality was
notviolated.’

~ ’

(Representative of CSO, Eastern Europe)
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‘During the 2019 electoral campaign, a woman
running for councilor in one municipality was

attacked in the most terrible way. She was the
subject of a fake photo and fake profile on a porn
site. She was labelled as a prostitute and people
commented that she should not run for politics. That
photo is still on the internet. The person who posted
this is a blogger located outside of [the country].

She asked for help from some organizations, and all
organizations submitted complaints to the police,
but in the end, she did not submit a complaint to the
police and she withdrew from the campaign.’

(Representative of CSO, Eastern Europe)

Women from ethnic minorities are at higher risk, partic-
ularly if they are in public roles or activists. Some of them
have been exposed to violence for decades, and although
they are still very active in women’s movements as women'’s
rights defenders, their sentiment is one of disappointment
that the state did not protect them after they invested so
much effort in the improvement of the system for protec-
tion and that the social context continues to be aggressive,
burdened with intersecting discourse based in misogyny
and nationalism.

‘A large number of older women activists were silent
in the face of Naziism, fascism, and hate speech,
terrorizing women from ethnic minorities. They

did not react. They see me as a Muslim woman

that must be silent. But | need to speak out. This is

my need and my way of life...Online violence has
escalated. It hurts me because there is no support.
Iam not a victim, | am a fighter. This is how I live. |

was wondering how must be for women who do not
have courage, who cannot react. They constantly
hacked my Facebook account.”

(Woman activist, Western Balkans)

Young women like to connect, and some even use so-
cial media and platforms as tools to earn income. They
find themselves at high risk of gender-based violence in
forms of blackmail, extortion, threats, humiliation, hate

speech, and harassment. According to some activists’ ex-
periences, teenage girls, particularly those living in more
traditional areas, are at higher risk as they are afraid to be
blamed for violence and left at home without the right to
education.

Women with disabilities, particularly those using software
for visual or audio impairments. They use specialized soft-
ware, and for them the use of phones or other digital equip-
ment is very important. When there is an attack via phone, it
is much more intense and dramatic than for women without
disabilities.

Women earthquake survivors. As emphasized by the
organizations supporting refugees and earthquake sur-
vivors, in the aftermath the earthquake in Turkiye, women
found themselves at increased risk of TF VAW. As they lost
their phones in the earthquake, they were forced to use oth-
ers' phones, which increased the risk of abuse of personal
data.

LGBTQI women are at higher risk, particularly in conserva-
tive communities, where they can be subjected to blackmail
and extortion.

Women with HIV. If their health status becomes public,
they can find themselves under attack. They are stigmatized,
and according to laws in some countries, they are not al-
lowed to have children.

“You can make a woman do anything you want if
you blackmail her with her HIV status. She will live
life in fear. Women with HIV cannot adopt children,
which is a form of discrimination. They are also
discriminated against in hospitals by medical staff.
In some institutions, if they learn about their status,
they will not deliver services to them. If they learn a
woman is pregnant, they might force her to abort,
they will humiliate them.

~ ’

(Representative of CSO)

Furthermore, representatives of CSOs participating in the re-
search pointed to women IDPs and refugees, sex work-
ers, and trans women.



5.3.3 Role of civil society and
challenges faced

There are emerging services provided by CSOs that directly

target TF VAW, but they are not many. Some organizations
who dedicate their work primarily to TF VAW have estab-

Moldova: gender.monitor.md
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lished online platforms where citizens can report violence,
and which represent valuable sources of information and
knowledge on TF VAW.

Examples include gender.monitor.md in Moldova and the
Albanian national hotline for internet safety iSIGURT.al.

Gender.monitor.md was created by the Platform for Gender
Equality and administered by the Promo-LEX Association, a
member organization of the Platform for Gender Equality. This
online platform was created to map cases of sexism in the public
sphere and cases of violence against women in and between
elections. The Platform for Gender Equality (PGE) is a voluntary
union of 42 NGOs and civic activists that act as an active and
united voice for the promotion of gender equality in all spheres
of life. The Platform is a tool through which citizens and CSOs
can signal in public and address cases of gender discrimination,
sexism in the public sphere, including online spaces, and messages inciting discrimination.

Montenegro: WebAlarm - Put a period on violence

‘Technology is galloping at such a pace that even when we manage to capture something and detect it
as violence, it takes on a more terrible form five minutes later. I've turned into a terrified person because
of the booming manosphere and patriarchy on the internet. We managed to modernize the patriarchy,
to equip it with modern technologies. It is much more persistent, more dangerous than this traditional

patriarchy, because it carries the additional challenge of a large gap in women’s professional management
of technologies. In the context of online violence, women have so many problems. We have created several
campaigns about online violence, we are here as pioneers in the fight against online violence. As a result, we
have a platform that, at the time when we built it two years ago, was the first in the Balkans.

(WebAlarm founder)

WebAlarm is a platform where women and girls can report online violence and get support. They can
access free legal aid and psycho-educative support with aim to be empowered.



The dark side of digitalization: Technology-facilitated violence
against women in Eastern Europe and Central Asia

74 |

Albania: iSIGURT.al

iSIGURT.al is a National Platform for Safe Internet

in Albania, whose purpose is to provide support to

children and young people from online violence and

hate speech. This is national service provided by CRCA/

ECPAT Albania, non-profit organizations which are part

of the International ECPAT Foundation. The Platform

deals with all issues of online violence, especially online

sexual abuse, extreme bullying and hate speech. Citizens

can report violence to the platform which will evaluate

and share the report with responsible authorities. The

platform monitors and refers but does not provide

direct psychosocial or similar support. The platform conducts awareness classes in schools, universities,
community centers and various institutions to inform them about online violence and where they can
report such issues. Page www.iSIGURT.al is visited by 20,000 - 30,000 people annually of different ages,
who can also find information and guides on how to be safe online. The information is also tailored to the
needs of professionals, such as police, teachers, social workers, NGOs, etc.

The platform is a partner of major global platforms. The main achievements include the high percentage
rate of pages and accounts closed in response to reports, the establishment of strong partnerships at
global level with all major social networking companies, and the openness of the media. When it comes
to challenges, funding is always an issue, especially in countries like Albania and the Western Balkans,
where the level of awareness on online life, protection and respect is very low. Challenges are also weak

laws and policies in institutions, from law enforcement to regulatory bodies..

Challenges identified by CSOs

Representatives of CSO service providers and women's rights
activists listed numerous challenges faced by civil society in
attempting to provide adequate prevention and protection
services related to TF VAW. They noted obstacles in provid-
ing ‘traditional’ support services that are mainly focused on
offline domestic and partner violence and very little engage-
ment with technology-facilitated violence, except in the
context of domestic or partner violence. It is worth noting
that challenges present in their work with offline violence
are also present in their work with technology-facilitated
forms and dimensions of TF VAW, with additional challenges
related to specific nature of TF VAW.

Inadequacy of legal framework and ineffective imple-
mentation. There is consensus among interviewed repre-
sentatives of CSOs that legal frameworks in all countries are
not adequate to properly address TF VAW. It was noted that
there are some legal provisions that can be applied for cas-
es of TF VAW, but due to ineffective implementation of laws,
existing legal provisions are often not used for processing
TF VAW cases. Moreover, due to trends toward backlash
against gender equality, in some countries, legal provisions
are used to punish victims.

Lack of awareness and underreporting. Women are still
not aware that harmful experiences to which they are ex-
posed to online or with other use of digital technologies are
forms of violence. But this is not the only reason for not re-
porting TF VAW. Fear of retribution, shame, embarrassment,
or lack of trust in institutions are also mentioned as import-
ant reasons for underreporting.

The existing multisectoral mechanisms for protection
from VAW do not include technology-facilitated di-
mensions and cannot provide adequate response in
these cases. Respondents indicated that multisectoral co-
operation mechanisms are mainly established but they lack
capacities in terms of knowledge, skills, protocols that would
enable them to provide adequate protection in cases of TF
VAW. Some respondents indicated that in their current ca-
pacities, it is unlikely that multisectoral mechanisms would
be able to expand their services to include technology-facil-
itated dimensions of VAW beyond cases of intimate part-
ner and domestic violence, as they are not even sufficiently
effective in addressing the cases of offline partner and do-
mestic violence for which they are established and trained.
Their experience with public service providers indicates that
professionals from institutions responsible for protection
from VAW still often show stereotypes, prejudices, and in-
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adequate treatment of victims. They still blame victims for
violence and encourage women to forgive, forget, and par-
don the perpetrators. They often react only in severe cases of
physical violence but disregard other forms of violence, such
as psychological, economic, stalking, and sexual harassment.

Participants shared experiences of successful cases in which
they managed to stop technology-facilitated violence
against women. They reported that police do not take seri-
ously such cases, or that girls and women do not want to go
to the police as they find CSOs more discrete.

‘A man from [Central Asian country] repeatedly
blackmailed a 13-year-old girl with her intimate
photos. He threatened to distribute these photos
through social media if she did not send new
erotic photos. The organization asked the police

for help, but they did not react. The director of the
organization then wrote to the perpetrator warning
him that legal measures will be taken if he does not
stop, presenting the articles of law by which he can
be sentenced to 17 years in jail. The violence has
stopped.”

(Woman activist, Central Asia)

The dark side of digitalization: Technology-facilitated violence against
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In other cases, police simply do not react to cases of TF VAW
due to a lack of training, unconscious bias or other reasons,
as reported by activists.

‘The normalization of violence is very dangerous
and it happens when institutions do not react. With
the young blogger example [blogger who committed
sexual harassment against women], police only
reacted when a deputy from Parliament said that it
should be punished. Only after that, after pressure
from political circles, the police reacted. We see
double standards.

\/ .
(Woman activist, Eastern Europe)

There is no cooperation between cybercrime police and
other police departments as well as other institutions in the
multisectoral mechanism or with CSOs. Also, procedures
implemented by cybercrime units are not in line with hu-
man right standards in protection of women from violence.
Women's technology is often confiscated for investigation.

é N

‘Women report they feel punished when their
phones are taken [as part of an investigation].
They need to purchase a new phone, a new SIM
card, and they lose contacts, sometimes support
groups. Women often perceive this as an intrusion
into their private space. When their phone is
taken for forensic investigation, women do not
have control over the content that will be seen

by investigators. This is an issue of protection of
personal data.

~ ’

(Woman activist, Western Balkans)
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Weak prevention and screening in the education sector. This is considered as one of the key sectors in the prevention
of VAW. Educational institutions are places where young persons adopt norms and shape their attitudes. However, in schools
across the region, human rights, women’s rights, non-violent communication, and prevention of gender-based violence are
not adequately addressed. Insufficient attention is paid to digital literacy and safety on the internet. Teachers are not suf-
ficiently educated about technology facilitated violence, yet these forms of violence are very much present and could be
extremely harmful for young people. University education does not systematically include topics related to women’s rights.
Cases of cooperation between CSOs and academia are more often the exception than the rule.

Dina’s testimony* (age 26): Stalking

The stalking started in 2019. The stalker was a colleague from a study
group. It started with light socializing, together with other colleagues from
the group, but from the very beginning | noticed some warning signs. He
started to repeatedly contact me, to contact my friends, to monitor my
accounts. | was blocking his accounts, but he would use fake accounts.
The turning point was when he saw on my Facebook profile that | would
attend some literary event. He came there and saw my friends, but
fortunately, | was not there. | stopped publishing any information on my
accounts, but he would discover where | would be from accounts of my
friends. At that point | realized that | don’t want to be defensive, to close
accounts and withdraw, but | wanted to report him. So | reported him to
the police.

At that time, | started to become interested in VAW and started to learn about that. | learned that stalkers
can switch to new victims. And | discovered that he had another victim before me, also a student from
the faculty. With me his threats were more subtle. He would write to me‘l will be whatever you want, but
I will not be without you!Women who are aware of VAW can recognize the threat in this. The other victim
was not so informed, so he was more direct with her. He threatened to rape her and to kill her brother.

After a one-year break, he returned to the faculty but changed the study group. He also changed his
approach to me. | was so afraid, and when he saw that | was afraid, he became more aggressive. He
would approach me, threaten me, yelling throughout the faculty halls. | reported this to the faculty
authorities, but they did not show understanding. At the same time, my case was under investigation
by cybercrime police and a criminal case was processed by the court, but the faculty authorities did not
recognize that as violence. They claimed that this is dating and not violence. The police were relatively
OK.They were not completely sensitized, but they behaved with empathy, like | am a beautiful young girl
so they want to help me. But this lasted for a long time. | reported the violence in September 2019, and
they issued a restraining order in March 2021. The stalker confessed and this was taken for granted so
they did not even inform me. The restraining order would have been issued much faster if we had lived
together, because then it would be grounded in the Law on prevention of domestic violence. But in my
situation, it was based on the criminal code and went much more slowly. His other victim gave up and
left the studies. She realized that he was stalking among faculty peers.

So the first phase finished in court in 2021 with a restraining order which included prohibition of
communication, including online, and three years of mandatory therapy. The second phase started in
August 2022.

At that time, | got a call from the cybercrime unit. A woman inspector asked me to come to the police
station urgently. There | found out that he messaged the President of Serbia from his fake account to say
that he would kill me with a gun because | ruined his life and the life of his family. Because it had all gone
too far. The police arrested him and found not only a gun but a whole arsenal of weapons, including bombs.
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They realized that he wrote from the same account to the USA embassy, but they did not react. They
realized that he wrote to me as well, but since he was blocked, the messages went to a special folder so

| did not see his messages, which were really nasty. This was a violation of the restraining measure and a
new criminal act - endangering the security of a person. This time, the reaction of the police was terrible.
They tried to persuade me that this could not be counted as violence because he is sick. Eventually they
arrested him and took a statement from me, but their behaviour was really bad. Their behaviour was
additional violence. They did not want to inform me about the process. When the stalker was released,
they sent information to the faculty and not to me personally. They ignored my requests for information.
They were completely closed.

So what could | do? | went to the media, and the case went viral, many journalists were writing about
case. They contacted the prosecution and the public prosecutor in charge of the case was replaced. But
at the end, this had little effect. The investigation is still ongoing. A psychiatric assessment was done with
the conclusion that he is not accountable, and the sentence was again mandatory therapy without a
prison sentence. The restraining order is still effective.

| don't have energy to go from institution to institution. All of that is secondary victimization. It is not
fair that | have to live with this every day. | have a feeling that | was in prison much more than him.The
fact that they proclaim he is not accountable will not stop him. At this moment, there is no final court
decision so he is not in therapy. Last time his mother was complaining that he does not want to take
medication, and she cannot force him.

| divide my life into the periods before and after the stalking. It impacted whole my life. Making the

case public was also traumatizing. Those misogynist spokesmen comment on you or people put you

in the role of victim. | am now doing my PhD in the area of VAW, and | was activist in a women'’s right
organization specialized in EVAW because like this | am not in the role of victim. | cannot stand to be a
victim. But still, | have two parallel narratives in my head. On one hand, | know that it would be foolish not
to be 150% cautious. On the other hand, | know if | am always 150% cautious, | will go mad. Therapy helps

me, but feminism helps me as well.
Evidence from qualitative research
*Not her real name

Lack of recognition and support from state. Since or-
ganizations mainly provide support to survivors in regard to
TF VAW as part of partner or domestic violence experience,
the licensing of such services is an important issue. Many re-
spondents talked about the difficulty in licensing services.
In countries where licensing of services is mandatory, the
criteria are too demanding, while at the same time, there
is no stable financial support for service delivery. Moreover,
many respondents complained that governments do not
recognize nor value important services these organizations
provide and the funds from public budgets have been
shrinking. Participants in focus group discussions indicated
that state actors do not recognize the quality of services pro-
vided by NGOs and instead of supporting NGOs with high
competencies and longstanding experience in service pro-
vision, they open pubilic services without adequate staff and
protocols.

‘Three years ago, one shelter was opened in [capital
city], but they do not work according to standards,
the approach is not sufficiently women centered.
Sometimes they even receive men, sometimes
homeless women, so it is not very adequate. Nor is

their approach to beneficiaries adequate, they do
not know how to talk to women, which questions to
ask, to use psychologists. Women complain that it is
not appropriate. Much better situation is in shelters
run by NGOs, with a more professional approach
and women centered.

(Representative of CSO, Central Asia)
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The capacities of organizations to provide support in cases
of TF VAW is affected by their general ability to ensure sus-
tainability and to expand their work to more diverse dimen-
sions of TF VAW. In some countries hostile attitude towards
CSOs are on the rise and organizations are struggling to en-
sure sustainability. For some activists, lack of commitments
demonstrated by governments are very disappointing after
decades of invested efforts in the improved protection of
women from VAW.

‘For three decades we talk about zero tolerance

to violence. | am ashamed to talk about that
anymore because what we have is an increase of
violence. We have cases when victims are sentenced
to jail because they defended themselves from
sexual violence. We can throw our licences [for
support services] into the river. They are useless. If
organizations are licenced, then you have to finance
them. There is no political will, women’s rights are
not even mentioned anymore. We have the case
where one man who was a perpetrator was assigned
by political will to be manager of a shelter for victims
of human trafficking. There were initiatives to close
these women'’s organizations, but anyways they are
closing us silently as they do not provide any funds
for these services.’

N\ ’

(Representative of CSO, Western Balkans)

Their low capacity to provide continuous support to survi-
vors and to adjust their work to more diverse forms of TF
VAW are also impacted by insufficient funds from donor
sources and donor-driven, project-based funds which pre-
vent service providers from tailoring their services beyond
donors' needs and requests. Besides, project-based funding
is short term and undermines the sustainability of services.

4 Y

‘Donors give little funding for the protection of
women’s rights, only for projects. There is a need to
fund organizations to provide continuous support.
It is difficult to protect someone for 10 years without
stable funds. Very ineffective judiciary.

~ g

(Representative of CSO, Central Asia)

The CSOs’ capacities to provide support to survivors
in relation to their experiences of technology-facilitat-
ed violence are influenced by their cooperation with
government and state institutions. This cooperation is
described in different ways by organizations. It is not easy to
capture main trends, but experiences can be grouped into
a few categories. In one category are organizations who re-
port deteriorating trends of cooperation with government,
police, and judiciary. Sometimes this does not apply to an
entire country, but specific local communities. However, in
general, organizations from Serbia, Montenegro, and North
Macedonia reported more often these negative trends of
declining cooperation. In Bosnia and Herzegovina, there is
much stronger support to CSOs service providers by the
state, but experiences are different between entities and
also between cantons in the Federation of BiH. Participants
form Albania and Kosovo indicated improved cooperation,
but participants from Northern Kosovo indicated big insti-
tutional gaps due to the conflicts. Representatives of CSOs
from Eastern Europe and Central Asia report more positive
trends in cooperation with state institutions.

Cross-border violence is big challenge for organizations
as they lack the means to access justice systems in other
countries. One case that involved a perpetrator and victim
from two neighbouring Western Balkan countries is illus-
trative. The organization was approached by a girl who was
briefly in a relationship with a young man from a neighbour-
ing country. When he returned to his country, he started to
blackmail her and threaten to publish her intimate photos.
He was extorting money, and the extortion lasted for two
years because the young girl was afraid to tell anyone and
living in very patriarchal community. She finally approached
the organization for the help, but the organization was not
able to assist as they were told that the girl should report
the case to the police in the perpetrator’s country. This was
not possible, so the organization took a different approach
to work with her to pick one family member who could be
trusted and helpful. In the end, the case was solved with the
assistance of her uncle who contacted the perpetrator.

CSOs service providers lack knowledge and capacities
to address issues of technology-facilitated violence against
women. The majority of service providers participating in the
research provide ‘traditional” specialized or general services
to victims of VAW: shelters, psychosocial support, SOS lines,
legal aid. They are very experienced with the provision of
these services, but new trends related to TF VAW often pose
new challenges. During a focus group discussion, one de-
bate among service providers developed on how to protect
victims from TF VAW when women are placed in safe houses.
Mobile phones, especially smart phones, access to internet
and social media, open a channel for perpetrators to con-
tinue with violence even when women are sheltered in safe
houses. Current protocols require from shelter staff to take
phones from women in order to prevent continued violence.
But service providers are ambivalent toward this procedure.
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‘[Confiscating their phones] is like punishing women.
I am against that. They need to have dignity, we
cannot take control over their lives. In our safe
house, we do not take their phones. All networks are
available to them, but we teach them how to cope
with the perpetrator’s attempts to contact them,
how to react and how to protect themselves. If they
receive threats through SMS, we invite the police,
they record messages and use that in designing
protection measures and in investigation.

" ’

(Representative of CSO, Western Balkans)

Representatives of CSO service providers are aware of their
insufficient capacities to counter or adequately protect from
very powerful technology facilitated dimensions of violence.
They are aware that new knowledge, skills, means and tools
are needed, but they are not equipped with these resources.
Some organizations hired international experts and orga-
nized trainings of their staff in order to increase capacities
for work with TF VAW. Some activists emphasized the need
to significantly shift their approaches and methods of work
when they work with TF VAW. According to these opinions,
it is necessary to create new alliances with IT organizations
and use the same tools and digital technologies to combat
digital violence.

Tiirkiye: 1 million fireflies against
gender-based cyber violence

As part of the 16 Days of Activism against
Gender-based Violence campaign, in 2020, UN
Women Turkiye organized solidarity action
against gender-based cyber-violence. The aim
was to collect one million fireflies to light up
the dark, while raising awareness on the issue
through an interactive quiz.

‘We can only combat this violence [TF VAW]

using digital tools. We cannot combat it with

tools designed for offline violence. Protocols we
developed for years for referral, for police, judiciary
- they are not adequate. In digital spaces, tools

are developed much faster and they can be used.
We need to empower women to use these tools to
counter violence. The answer must be in the digital
space. Prevention campaigns also have to be in the
digital space and all must be digital. We do not have
enough knowledge and skills for that. We need new
alliances with digital communities. We need them to
teach us, to advise us.’

\/ ,
(Representative of CSO service provider, Western Balkans)

Qualitative research uncovered other innovative practices
used by organizations for the prevention and combating
of offline VAW using digital tools, although these practices
did not focus on technology-facilitated VAW. One example
was the mobile phone game ‘Spring in Bishkek’ aiming at
raising awareness on the harmful practice of forced mar-
riages, known as ‘kidnaping bride’ The game was installed
by 150,000 users and was awarded as the best public game
at the Festival ‘Games for Change'’ This and similar practices
could inform efforts to combat TF VAW.

UN Women Tirkiye launched a challenge on Instagram that directed social media users to the campaign
website www fireflies.digital, where visitors could test their knowledge on cyber-violence by completing
an interactive quiz and downloading a short guide on this subject. At the end of the quiz, visitors were
instructed to challenge their friends on social media and invite them to join the solidarity action. The
data from the quiz fed into UN Women'’s programming on cyber-violence and identifying next steps in

partnership with different institutions.
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6.1 CONCLUSIONS

In the context of significant structural gender inequalities,
highly prevalent VAW, and greater backlash to gender equal-
ity, the advancement of information and communication
technologies and the expansion of social space to include
digital space through the internet has profoundly changed
the risks and forms of VAW and posed new challenges for
stakeholders engaged in preventing and responding to VAW,
International, regional, and national actors are still in the ear-
ly stages of addressing technology-facilitated (TF) VAW, and
the countries included in this research are no exception.

As with most countries worldwide, countries in the ECA re-
gion do not have an adequate legal and policy framework
to address TF VAW. Only in a few cases do key laws direct-
ly address TF VAW, at least to some extent. Legal provisions
and strategic objectives either insufficiently recognize the
important role of digital technologies in the perpetration
of VAW or lack an understanding of the specific nature of
gender-based VAW and the closely interlinked relationship
between offline and TF VAW. In addition, as the implementa-
tion of laws and policies in the region is often unsatisfactory,
existing legal and policy frameworks offer poor protection
from TF VAW. Policies and laws often lack a gender sensitive
approach towards victims, which is crucial for adequately
tackling any form of VAWG, be it offline or technology-facil-
itated.

Global and regional efforts
to address TF VAW

Global processes have intensified during the last five years,
driven by concurrent processes undertaken by the UN Gen-
eral Assembly, Secretary-General, UNSRVAW, Commission
on the Status of Women, and UN Statistical Commission to
advance global norms and standards on TF VAW. Gender
mainstreaming of the Cybercrime Convention adds to the
number of ongoing processes related to developing legal
instruments to prevent and combat TF VAW. This progress
will enable further progress in the development global guid-
ance for legal frameworks, data collection, research, statis-
tics, and other initiatives to enhance national responses to
TF VAW.

In the European region, processes are marked by various ini-
tiatives of the Council of Europe and EU. One of the crucial
milestones is the effort to reaffirm the Istanbul Convention
anditsrelevance forTF VAW in GREVIO recommendation No. 1

The dark side of digitalization: Technology-facilitated violence against
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Prevalence and forms of TF VAW

The web-based survey conducted with over 12,000 women
across the region revealed that TF VAW was experienced by
more than half of adult women. The most prevalent forms of
technology-facilitated violence include receiving unwanted
or offensive content or messages, receiving inappropriate
sexual advances or content on social networking and hack-
ing women’s account and web pages. One woman in four
experienced multiple forms of violence.

A major proportion of women experienced the technol-
ogy-facilitated violence only once (40.4%), but one in four
women lives with such violence daily or weekly.

Virtual places of TF VAW

Facebook and Instagram are two ‘virtual places’ with the
highest prevalence of violence against women, as every
third woman who experienced TF VAW had that experience
on one of these two platforms. Tik Tok and e-mail or messag-
ing applications such as Skype, Snapchat, messenger, Viber
or similar are the channels through which one on ten wom-
en with experience of TF violence was violated.

There are certain country-specific patterns in the role of spe-
cific channels: women from the Western Balkans link their
experiences of violence to Facebook in higher proportions
than women in other countries; women from Albania and
Turkiye point more to Instagram; and women from Cen-
tral Asia point more often to WhatsApp and Telegram than
women from other regions.

Some virtual places are particularly toxic due to the type of
communication or perhaps the sub-culture of the virtual
community, as seen in communication through messaging
on platforms like Snapchat, Facebook, or Instagram and in
gaming communities.

Perpetrators of TF VAW

The majority of technology facilitated violence is perpetrat-
ed by unknown persons (50.3%) or persons only known on
internet (17.5%). However, almost one third (32.1%) of tech-
nology facilitated violence is an extension of offline violence
women experience from persons in their social proximity,
such as partners, family members, friends, acquaintances,
colleagues, bosses or co-students.

| 81



82

The dark side of digitalization: Technology-facilitated violence
against women in Eastern Europe and Central Asia

While unknown perpetrators and those known to women
only on the internet are more inclined to commit violence
in the form of hacking women's accounts or sharing offen-
sive or other unwanted content, partners are more frequent-
ly linked to cases of threats or controlling acts. Meanwhile,
family members combine controlling behavior with sexual
harassment, and bosses are predominantly linked to forms
of sexual harassment.

Risks and consequences of TF VAW

Risks of TF VAW are not evenly distributed among women
with different socio-demographic backgrounds. Younger
women are at a higher risk of TF VAW than older women.
Women with education beyond primary level are at high-
er risk than women with primary school education, and the
risk is highest for women with secondary technical training.
LGBTQI women, women from larger cities, and divorced
women also face higher risks of TF VAW.

Women who spend more time on the internet are at higher
risk of being exposed to violence. Possession of a public pro-
file on internet platforms, particularly more than one, and a
larger number of friends and followers also increase the risk
of violence.

Technology-facilitated violence against women has notice-
able consequences for women’s psychological wellbeing.
Two-thirds of women with some experience of TF VAW re-
ported emotional symptoms, feelings of unsafety, or embar-
rassment due to their exposure to the violence. One in ten
women reported that the violence damaged their person-
al social relations with others. The consequences are more
prevalent among women who were exposed to repeated
violence compared to those with a one-off experience of
TF VAW, except for embarrassment, which is more present
among women with a single violent incident. Women who
were targeted by partners suffered more from psycholog-
ical consequences; women targeted by bosses felt unsafe
in higher proportions, while those targeted by individuals
known only on the internet felt more embarrassed.

Women who experienced any TF VAW feel more unsafe on-
line than women without such experience. They are also
more cautious in digital communication and, in higher
proportions, apply various precautionary measures, such as
turning off webcams, not sharing locations, using different
passwords for different accounts, customizing privacy set-
tings on platforms, and communicating only with persons
they know offline. Experienced violence leads to the dis-
couragement of women expressing themselves on the in-
ternet, and a significant proportion becomes accustomed to
violent attacks. This potentially leads to increased tolerance
to violence and a less proactive approach to combat it.

Survivor response to TF VAW

Women rarely report cases of violence to the police or other
institutions, and even less often to non-governmental orga-
nizations. Less than half of the women report their experi-
ences to friends or family. The reasons for this include beliefs
that nothing will be done, a lack of trust in institutions, fear
that confidentiality will not be respected, and fear that they
will be blamed for such experiences.

Women, in large proportion, demand stronger accountabili-
ty and responsibility from companies that own internet plat-
forms and apps, more effective protection from institutions,
and widespread awareness-raising to empower women to
prevent, report, or counter TF VAW,

State actor perceptions and
response

Qualitative research found a consensus among interviewed
stakeholders that TF VAW has particularly increased after the
outbreak of the COVID-19 pandemic and has become more
pervasive and intense. At the same time, stakeholders are
aware of their limited capacities to provide an adequate re-
sponse to these new trends, and they have proposed ways to
further improve legislation, policies, measures, instruments,
and practices in response to TF VAW. Many of these propos-
als are presented in the chapter with recommendations.

Representatives of gender equality mechanisms and public
institutions — such as the police, judiciary, social protection,
and public service providers — are only partly informed about
the diverse dimensions of TF VAW. They lack comprehensive
information and statistical data on these dimensions of vi-
olence, their prevalence, characteristics, and other aspects
crucial for revising laws and designing future policies. Multi-
sectoral mechanisms are established, but they are often in-
effective even for offline dimensions of VAW, for which they
are mainly responsible. Meanwhile, TF VAW is mostly under
the responsibility of cybercrime police. However, according
to testimonies, the cybercrime police are not sufficiently
equipped to effectively address the growing issue of TF VAW,
and they are not integrated into the multisectoral coopera-
tion mechanisms.

Cooperation with internet platforms where violence oc-
curs and between stakeholders in the region or in broader
international community is crucial, as TF VAW has no bor-
ders. However, the information obtained by the qualitative
research reveals that cooperation is limited and there are still
obstacles in identifying perpetrators and processing cases in
cross-border situations.



Civil society perceptions and
response

Similar to governmental stakeholders, civil society organi-
zations, whether they are direct service providers, advoca-
cy-oriented activists in the area of women's rights, or gender
equality experts, are much more engaged in the ‘traditional’
areas of gender-based violence and VAW. Only a few are par-
ticularly focused on technology-facilitated violence. During
focus group discussions and interviews, they often empha-
sized that technology-facilitated dimensions of violence
are increasingly present in their work. They also described
various forms of technology-facilitated violence they face in
their work and highlighted categories of women who are at
higher risks of being exposed to such violence. This includes
women in divorce procedures, women in public positions
(e.g., politicians, journalists, activists), women from ethnic
minorities, young women, rural women, women living with
disabilities, LGBTQI women, women with HIV, and women
affected by earthquakes or war (such as refugees, IDPs, and
victims of conflict-related sexual violence).

6.2 RECOMMENDATIONS

Based on the research findings and proposals of govern-
mental and non-governmental stakeholders participating in
the qualitative survey, as well as the suggestions and recom-
mendations provided by UN Women offices and members
of the Technical Advisory Board, sets of recommendations
are proposed along six streams of action for relevant stake-
holders.

IMPROVING LEGAL AND POLICY
INSTRUMENTS

In consultation with relevant stakeholders, including victims
of TF VAW and women'’s organizations, state actors can take
a number of steps to improve legal and policy instruments,
also guided by the agreed conclusions of the 67th session
of the Commission on the Status of Women and processes
to harmonize national legislation with the EU legal frame-
work on TF VAW, particularly by developing, amending and/
or expanding EVAW legislation and policies as per global and
regional standards to cover the digital dimensions of VAW
and strengthen their implementation including through
victim-informed responses and fast-track processes to pre-
vent, eliminate and respond to all forms and dimensions of
TF VAWG. Strategies for preventing and combating TF VAW
should be gender and age responsive, including to specifi-
cally address sexual exploitation and abuse of girls in digital
contexts. Laws and policies should also ensure the respon-

The dark side of digitalization: Technology-facilitated violence against
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Research found very innovative approaches among CSOs
that specialize in addressing TF VAW. Unfortunately, there ar-
en't many such organizations. The majority of organizations
lack knowledge and skills to engage with TF VAW, even when
it comes to TF dimensions present in cases of domestic and
partner violence that are the main focus of their work. As the
main challenges in providing prevention or support in cases
that include TF VAW, organizations reported an inadequate
legal framework, lack of awareness and underreporting,
problems in referrals and cooperation with public service
providers, a weak role of the education sector in preventing
and screening TF violence among children and young peo-
ple, difficulties related to cross-border cases, and a lack of
knowledge, skills, and tools to properly address TF violence
in their work. As one of the conclusions, participants empha-
sized the need to create new alliances with IT organizations
in order to develop new capacities and approaches in pre-
venting and combating TF VAW. Some innovative solutions
were discovered during the research, and these can be used
as good practices that can be further replicated or inspire
other organizations to transform their practices.

sibility of perpetrators, including in the case of transborder
acts of violence, and accountability of the technology sector,
including through a firmer control over digital and commu-
nication technologies and online media to prevent and ad-
dress TF VAW, hate speech, gender stereotypes, and sexual
abuse.

International and regional organizations also play an im-
portant role in accelerating the improvement of legal and
policy instruments, particularly in advancing and promoting
international and regional frameworks on TF VAW, producing
guidance on states' alignment with such frameworks, and
ensuring that relevant frameworks under preparation, such
as the UNODC-led International Convention on Countering
the Use of Information and Communications Technologies
for Criminal Purposes, are gender-sensitive and sufficiently
address TF VAW. Furthermore, EU institutions should lever-
age EU accession processes to encourage and support EU
candidates and potential candidate countries to align na-
tional legislation with the EU legal framework related to TF
VAW.

The technology sector, including social media, online
gaming and IT companies, should closely monitor the
development of the international and national legal frame-
works for protection from TF VAW and align their’community
guidelines'to international norms.
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IMPROVING MULTISTAKEHOLDER
COORDINATION ON TF VAW

At national level, all stakeholders, including state and
civil society actors as well as technology companies, must
strengthen their cooperation and coordination in order to
achieve a robust multisectoral approach to prevent and re-
spond to TF VAW.

At international level, all stakeholders, with an emphasis
on state actors, should enact, support and advocate for the
following:

« There is a need to ensure more effective cooperation
among national police forces. This collaboration should
allow victims to report violence to the police in their
own countries rather than in perpetrators’ countries.

o Exchanges of knowledge are essential, learning from
countries with more advanced systems for addressing
TF VAW.

o Regional exchange between gender equality mech-
anisms can contribute to more coordinated efforts to
improve cross border cooperation in cases of TF VAW
that include perpetrators and victims from different
countries.

International coalitions and networks such as the multis-
takeholder Generation Equality Action Coalitions on Tech-
nology and Innovation for Gender Equality and on Gen-
der-Based Violence which share TF VAW as a common priority
and the Global Partnership for Action on Gender-Based On-
line Harassment and Abuse can leverage their commitments
and goals to accelerate progress towards ending TF VAW and
engaging more State and non-State partners to participate
in these global efforts.

CONDUCTING WHOLE OF-SOCIETY
PREVENTION STRATEGIES

All stakeholders, state and non-state, should:

« Raise awareness among all professionals, including the
police, prosecution, judiciary, social protection, and ed-
ucation sectors about the magnitude, manifestations,
consequences of TF VAW, so they can understand that
TF VAW requires equal attention as other dimensions
and forms of VAW;

o Encourage a more proactive role of the education sys-
tem in raising awareness among students and teachers
about TF VAW. Utilize existing or create new school-level
mechanisms to address technology facilitated violence
among students;

o  Prioritize digital literacy and knowledge on the nature
and forms of TF VAW and how to protect personal se-
curity while using digital and communication technol-

ogies, also reflected in national gender equality policies
and programmes;

o Educate men and boys on the forms, dimensions, se-
verity and consequences of TF VAW, with a particular
focus on the forms and dimensions that may already be
normalized or are at risk of being normalized, as well as
more generally on equitable masculinities and non-vio-
lent communication.

The technology sector has an important role to play, by
its outreach, to contribute to prevention efforts to change
social norms and attitudes and should develop educational
resources to raise awareness on TF VAW and the importance
of nonviolent and safe communication and use of technol-
ogies.

Media outlets also play a role in shaping public opinion and
perception of TF VAW:

« Journalists and members of the media should improve
their awareness and understanding of TF VAW, and jour-
nalistic standards and codes should be revised to in-
clude ethical considerations related to TF VAW,

o The media should raise awareness about TF VAW and
accurately report on cases of TF VAW rather than min-
imizing or romanticizing the actions and their impact
on victims.

IMPROVING MULTISECTORAL RESPONSE
TO TF VAW

State actors should consider several recommendations to
strengthen the multisectoral response to TF VAW:

» Specialized and generalized services should address TF
VAW. This necessitates the revision of protocols for mul-
tisectoral cooperation and the development of capaci-
ties for professionals from all sectors involved in EVAW,

« In countries where cybercrime police are mandated
with investigating TF VAW, they should be more system-
atically integrated into multisectoral mechanisms, and
their roles in responding to TF VAW should be defined
more clearly in bylaws or protocols;

o Response services and interventions focused on pro-
tection of women and girls from gender-based violence
should include women and girls in their design, apply
a victim centered approach and be accompanied by
guidelines for data protection, with a focus on meeting
the needs of particularly vulnerable women, such as
women living in rural and remote areas, women with
disabilities, women affected by conflict, refugee and dis-
placed women, women from minority groups;

o Specific protection mechanisms should be developed
to protect women in the public eye, including women



activists and civil society actors engaged in support ser-
vices to VAW survivors as they are more often exposed
to TF VAW. Their protection is crucial for creating a safe
and enabling environment in which they can provide
support to women and contribute to their empower-
ment.

Civil society organizations should expand their services to
cover dimensions and forms of TF VAW as well as strengthen
cooperation and coordination among CSOs to more effec-
tively and cohesively counter TF VAW.

The technology sector should proactively, promptly and
effectively monitor and remove hate speech, sexist and mi-
sogynistic content and incidents of TF VAW, including by im-
proving response to platform-based reporting mechanisms,
as this has far-reaching consequences that victimize the
broader community in addition to the direct victims. They
should also enhance their cooperation with law enforce-
ment to improve response time to cases of TF VAW and more
rapidly lock or remove offenders’accounts.

EMPOWERING CSOS AND WOMEN'’S RIGHTS
ORGANIZATIONS

State actors, as well as international and regional organi-
zations, should empower CSOs and women's rights organi-
zations to effectively address TF VAW:

o Support CSOs to strengthen their capacities to fully un-
derstand and provide services related to TF VAW;

o Include CSOs as key partners in the development of
programmes, policies and legislation related to TF VAW,

o  Ensure sustainable funding for CSOs service providers,
outside of project-based funding.

The dark side of digitalization: Technology-facilitated violence against
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IMPROVING DATA AND EVIDENCE

International and regional organizations are well posi-
tioned to lead the way on improving data collection on TF
VAW:

o Global standards and guidance are needed on the col-
lection of data on TF VAW. The work of the UN Statistical
Commission, supported by UN Women and its sister
agencies, and in consultation with National Statistics
Offices and other relevant stakeholders, should in the
coming years offer tools to do so, that are responsive to
regional and sub-regional specificities;

o Statistical surveys on VAW should encompass technolo-
gy-facilitated dimensions. In the European region, learn-
ings from methodologies to collect survey and adminis-
trative data on TF VAW developed by Eurostat, EIGE and
FRA should feed and inform further regional and global
methodological developments in this area;

State actors should also expand their practices:

o Administrative data systems on VAW should be strength-
ened, better coordinated and include dimensions related
to TF VAW. Administrative data reports should be regularly
shared and should clearly present (anonymized) findings;

o Fundand produce research on TF VAW that not only cov-
ers interpersonal violence but also sexist, misogynistic
hate speech on social media, providing an evidence base
for designing campaigns that counter such behaviour;

«  Monitor the proportion of funds from public budgets or
international aid allocated to prevention and combat-
ing VAW, specifically TF forms and dimensions.

Finally, civil society organizations that provide services to
victims of VAW should develop and improve their internal
collection of administrative service data to screen for and
document incidents of TF VAW.
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ANNEX 1: RESEARCH METHODOLOGY

Mapping of normative and policy frameworks and processes

At the global level, focus was placed on UN Women-initiated At the national level, the mapping included an overview of:
processes as well key conventions such as CEDAW and the | criminal codes

Cybercrime Convention currently in development. . Specific laws addressing gender equality, GBV, VAW

and/or domestic violence
At the regional level, the mapping included the Istanbul

Convention and other relevant strategies and normative
documents of the Council of Europe, as well as relevantdoc- ~ «  National strategies/action plans specifically addressing

« National strategies/action plans for gender equality

uments of the European Union as they may impact future GBV, VAW and/or domestic violence
developments in the ECA region through EU Enlargement  «  Laws and strategies specifically focused on cybercrime
and EU Neighborhood policy. (if and where they exist)

Table 2: List of reviewed documents

Global level

CEDAW, General recommendation No. 35 on gender-based violence against women, updating general recommendation

1. No. 19.

UN Economic and Social Council, Commission on the Status of Women, Sixty-seventh session (2023) Innovation and technological
change, and education in the digital age for achieving gender equality

UN General Assembly (2020-2021) Intensification of efforts to prevent and eliminate all forms of violence against women and girls:
resolution / adopted by the General Assembly

UN General Assembly (2013-2014) Promotion of the Declaration on the Right and Responsibility of Individuals, Groups and Organs of
4.  Society to Promote and Protect Universally Recognized Human Rights and Fundamental Freedoms: protecting women human rights
defenders : resolution / adopted by the General Assembly

UN Human Rights Council (2021) Report of the Special Rapporteur on the promotion and protection of the right to freedom of opinion
and expression

UN Human Rights Council (2018) Report of the Special Rapporteur on violence against women, its causes and consequences on online
violence against women and girls from a human rights perspective. Thirty-eight session

7. UNHuman Rights Council (2018) Report of the Special Rapporteur on the right to privacy

8.  UNWomen, Accelerating efforts to tackle online and technology facilitated violence against women and girls (VAWG). Summary

9. UN Women (2022) Safe consultations with survivors of violence against women and girls

10.  UNWomen, Violence against women in the online space. Insights from a multi-country study in the Arab States. Summary report.

11. UN Women, WHO (2023) Technology-facilitated violence against women: taking stock of evidence and data collection

UN Women (2022) Stepping Up Action to Prevent and Respond to Online and ICT-Facilitated Violence against Women and Girls.

12 Observer paper prepared by UN Women.

Un Women, WHO, The state of evidence and data collection on technology-facilitated violence against women (2023),
13. https//www.unwomen.org/en/digital-library/publications/2023/04/brief-the-state-of-evidence-and-data-collection-on-techno-
logy-facilitated-violence-against-women

14.  WHO (2016) ethical and safety recommendations for intervention research on violence against women

Regional level

Council of Europe (2021) Protecting women and girls from violence in the digital age. The relevance of the Istanbul Convention and

15. ; - ; . . . .
the Budapest Convention on Cybercrime in addressing online and technology-facilitated violence against women

EIGE, Combating Cyber Violence against Women and Girls, 2022. https://eige.europa.eu/publications-resources/publications/
combating-cyber-violence-against-women-and-girls?language _content _entity=en

16.

17.  GREVIO General Recommendation No. 1 on digital dimension of violence against women. Adopted on 20 October 2021.
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National level

Albania

18. KodiPenal Republikés sé Shqipérisé

19. Law on Measures Against Violence in Family Relations

20. National Strategy on Gender Equality 2021-2030

Bosnia and Herzegovina

21.  Criminal Code of BiH

22. Gender Equality Law in BiH

23.  Criminal Code of Federation of BiH

24. Law on protection from domestic violence

25.  Criminal Code of Republika Srpska

26. Law on protection from domestic violence in Republika Srpska

Georgia

27. Criminal Code of Georgia

28. Law of Georgia on Combating Violence against Women/Domestic Violence and Protection of Victims of Violence

29. State Gender Equality Concept

30 National Action Plan on Combating Violence against Women and Domestic Violence and Measures to be Implemented for the
* Protection of Victims (Survivors) for 2022-2024

Kazakhstan

31.  Criminal Code of the Republic of Kazakhstan

32. Law on State Guarantees of Equal Rights and Equal Opportunities for Men and Women

33. Law on prevention of domestic violence

Kosovo

34. Criminal Code of the Republic of Kosovo

35. Law for protection from domestic violence

36. The Kosovo Programme for Gender Equality 2020-2024

37. National Strategy for protection from domestic violence and violence against women 2022-2026

Kyrgyzstan

38. The Kyrgyz Republic Criminal Code

39. Law on State Guarantees of Equal Rights and Equal Opportunities for Men and Women

40. Law on the Safeguarding and Protection from Domestic Violence

Moldova

41.  Criminal Code of the Republic Moldova

42. Law on prevention and combating domestic violence

43. New national program for accelerating gender equality in Republic of Moldova for the years 2023-2027

44.  National Gender Equality Strategy 2030

Montenegro

45,  Criminal Code of Montenegro

46. Law on protection from domestic violence

47. National strategy for gender equality 2021-2025 with Action Plan 2021-2022
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North Macedonia

48. Criminal Code of the Republic of North Macedonia

49, Law on prevention of violence against women and domestic violence

50. Gender Equality Strateqy 2022-2027

Serbia

51. Criminal Code of the Republic of Serbia

52. Law on prevention of domestic violence

53. Gender Equality Strategy 2021-2030

54. Action plan for 2022-2023

55. Strategy for prevention and combating gender based violence against women and domestic violence 2021-2025

56. Law on organization and responsibilities in combating cyber crime

Tajikistan

57. Criminal Code of the Republic of Tajikistan

58. Law on prevention of domestic violence

59. National Strategy for enhancing the role of women in the Republic of Tajikistan for 2021-2030

60. State Programme of Republic of Tajikistan on Prevention of violence in the family for 2014-2023 and its Action Plan

Tiirkiye

61. Criminal Code of Turkiye

62. Law to Protect Family and Prevent Violence against Woman

63. National Strategy and Action Plan on Women's Empowerment (2018-2023)

64. National Action Plan on Combatting Violence against Women (2021-2025)

Ukraine

65. Criminal Code of the Republic of Ukraine

66. Law on preventing and combating domestic violence

Web-based survey

The web survey was implemented by applying RIWI tech-
nology which allows for the rapid capture and assessment
of large samples of broad, truly randomized opinion and per-
ceptions data on an ongoing basis. Basically, methodology
is based on reaching people who are surfing online through
web-intercept recruitment. Survey participants are accessed
on all Web-enabled devices. To access the content, they are
not asked to sign up or download any apps or tools. Recruit-
ment takes place directly on respondents’devices within the
environments they spend most of their time.

Methodology operates using a rotating roster of thousands
of survey entry points to ensure highly diverse set of respon-
dents and prevent duplicate respondents. Web intercept
can be employed in highly sensitive environments with
high-security protocols to ensure the complete anonymity
of respondents and clients. The procedure is to geo-target

respondents automatically by country, region, state, and
city, and present a language-appropriate survey. Survey data
are delivered on an interactive Dashboard, through which
variables of interest can be analyzed, together with hourly
updated results in SPSS and Excel. No personally identifiable
information is collected, stored, or transferred.

In addition to observations from the survey questionnaire,
the agency which implemented survey also provided the
following information generated automatically for all re-
spondents: date of access, time in Pacific time (PT), time in
UTC, type of device used to answer the survey, operational
system, operational system version, city, region, region code,
country, and number of answers. Respondents could exit
the survey at any time. No information was collected from
people who chose not to participate in the survey.
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Respondent category

Survey is considered to be completed at...

Women who reported having experienced technology-
facilitated violence

Respondent is considered to have completed the survey if they
answered a module of 30 questions. 10 questions are specific to
respondents who have experienced online violence.

Women who did not report having experienced technology-
facilitated violence

Respondent is considered to have completed the survey if they
answered a module of 20 questions.

NON-INCENTIVIZED RECRUITMENT

Dormant Domains

o As people are using the web, there is the chance of
them coming across a dormant domain through incor-
rect URLs, web browser searches, redirection outside of
apps to sites that no longer exist, etc.

« Instead of encountering a “page does not exist” notifi-
cation or an ad, RIWI can render your content, survey, or
redirect them to other content. Web users then decide
whether they would like to anonymously participate in
the research, and do so without incentivization.

o This method is non-incentivized, so many measures and
strategies are introduced to engage and retain online
participants when RIWI is hosting the survey, including
optimizing the survey instrument for ease of participa-
tion on all device screens and bandwidths, as well as
clear, concise language for immediate comprehension
at a wide range of literacy or education levels.

INCENTIVIZED RECRUITMENT

Apps and Active Websites

«  Web users can also be intercepted on active apps or
websites by co-opting spaces where advertisements
may have been, or by being an activity instead of pay-
ment for in-app purchases.

o Incentives differ, but will often be coupons, charity
donations, discount codes, gift cards, paid application
downloads, vouchers, in-app currency, or access to
something that would otherwise cost money. Neither
UN Women nor RIWI directly controls the incentiviza-
tion process.

« An example would be a user trying to access a news
article that typically requires payment, but randomly
being given the opportunity to fill out a RIWI survey in
exchange for getting past the newspaper’s paywall. If
they choose to opt-in and complete the survey, they are
given free access to the article.

Rates of experience of online violence by recruitment mechanism

Column % Count Non-incentivized Incentivized
34% 61%
Women who reported having experienced online violence
1,194 5,468
66% 39%
Women who did not report having experienced online violence
2,324 3,540

STRENGTHS, LIMITATIONS AND USE CASES

Web-intercept methodology achieves a diverse sample of
respondents and can be done so without capturing per-
sonally identifiable information. As such, it's well suited for
studies looking at widespread sentiment topics. The ano-
nymity of respondents makes it possible to ask extremely
sensitive questions, garner honest responses, and maintain
the respondent’s safety. However, where no identifiable in-
formation is known about a respondent, it is not possible
to follow up with a respondent later on. Due to the scale
of internet users, and the ability to sample the entire inter-
net-using population of a country, it is possible to achieve

very large samples in a short amount of time and engage
large samples of previously unengaged voices.

As an internet-based technology, it cannot reach someone
who has no access to the internet which, depending on the
internet penetration rate, can create sampling biases that
need to be identified and analyzed. However, because we
do not recruit respondents based on their participation in
a gated group (e.g. an app or password-protected web-
site), even if someone does not personally own a device, if
they are surfing online (e.g. through a web cafe or library),
they still have a chance of coming across one of our entry
points.



Population of internet users for the 12 countries under study
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Latest All Gender Urban Rural
Country Individuals Male Female Total Male Female Total Male Female
Year %
Albania 2021 79.3 80.3 783
Bosnia and Herzegovina 2021 757 79.2 727 789 844 74.4 73.3 755 71.3
Georgia 2021 764 76.8 76.1 832 837 82.8 664 675 653
Kosovo 2018 894 89.9 89
Moldova 2021 61.29
North Macedonia 2021 83.02
Serbia 2021 81.2 836 788 84.5 87.6 816 772 788 75.6
Turkiye (Completed) 2021 814 86.5 764
Kazakhstan 2021 90.9 91.9 90 923 933 914 89 90 879
Kyrgyzstan 2021 77.92
Ukraine 2021 79.2 76.8 834 862 81 709 738 68.3
Tajikistan 2016 21.96

Note: Internet usage information comes from ITU latest statistics. (https://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx)

RISK MANAGEMENT AND DATA QUALITY CHECKS

There were several risk management and data quality mea-
sures throughout the project lifecycle, which include:

\TA

VI.

Continuous bot-filtering and anomaly detection
(e.g., straight-lining detection) are used to ensure an-
swers are authentic human responses.

Points of entry rotate regularly, ensuring that re-
spondents are unique and have not previously com-
pleted the survey or message test.

Potential users’ legitimacy is verified prior to
study participation through suspicious traffic filtra-
tion. Fraudulent participants are also blocked and re-
moved through digital fingerprinting (e.g., IP address
checks), behaviour analysis, and deduplication.

RIWI has significant experience developing and
launching anonymous digital polling to safely
reach users globally. All data captured, acquired,
used, published, or disseminated by RIWI technology
and systems, or data released by RIWI, are fully compli-
ant with all applicable laws and privacy rules, including
the General Data Protection Regulation (GDPR).

RIWI employs strategic security measures at all
levels of the survey design, respondent experi-
ence, and data storage. Security measures are spe-
cific to the topic and region of deployment, as well as
the recognized security risk, and can be adjusted as new
information and geopolitical developments unfold.

No response is traceable to an individual. RIWI has

taken physical and digital measures to protect the iden-
tity of the respondent.

Specific security measures include:

RIWI surveys are hosted on real, registered, non-trade-
marked domain sites that contain no malware and re-
spondents are not contacted in any way via hack-
able links or insecure email. No response is traceable
to an individual. Since survey links are not emailed, as is
the case with most panel survey solution companies, it
is not possible to hack into respondent emails.

In the unlikely event RIWI Web servers are breached,
RIWI has taken physical and digital measures to protect
the identity of the respondent (i.e,, survey visitor). By
disabling cookies, access logs and optionally destroying
Web servers after three days (or fewer) in the field, RIWI
can eliminate evidence the respondent has visited our
Web servers.

RIWI's platform cannot be blocked, censored, moni-
tored, or tracked. In the event of one of the entry-points
that RIWI redirects users is shut down or blocked due to
government monitoring and censorship, RIWI is able to
circumvent these restrictions by rotating points of entry
rotate regularly. There is no one source to block or
shut down.

PROJECT SPECIFICATIONS

Data collection took place between January 30th, 2023 and
June 24th, 2023. 12,527 women completed surveys were
collected in total, throughout Albania, Bosnia and Her-
zegovina, Georgia, Kazakhstan, Kyrgyzstan, Kosovo,
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Moldova, North Macedonia, Serbia, Tajikistan, Tiirkiye,
and Ukraine, with at least 1,000 completed surveys collect-
ed in each country. The survey only included women aged
at least 18 years old, and it was offered in various languag-
es, according to each country: Albanian, Georgian, Kazakh,
Kyrgyz, Macedonian, Romanian, Russian, Serbian, Ukrainian,
Tajik, and Turkish.

The survey was made up of 22 questions for all respondents,
and up to 34 questions depending on the skip logic and
country. The survey modules are attached in Appendix B.
Respondents were first asked about their online activity —
if they have public profiles, the number of hours they usu-
ally spend online, and which platforms they use the most,
among others. Then they were asked about their experience
and perceptions of technology-facilitated VAW. Respon-
dents that indicated they had experienced TF VAW were tak-
en through a path that asked them about this experience
and its ramifications on their life. They were asked about

the type(s) of experience(s) they had, their impact, and their
reporting behaviours, including whether they have sought
support, from whom, and why some respondents decided
not to. Lastly, all respondents were asked to express what
they think should be the best approach to combat TF VAW
and to complement their responses with some demograph-
ic information. At the end of the survey, respondents saw a
language-appropriate message with support resources for
women who reported having experienced TF VAW, includ-
ing an email address and telephone number for contact.

RETENTION RATES

The survey had an average retention rate of 17.26%, with
77,567 respondents answering the first question about their
age and gender, and 12,527 respondents completing the
entire survey. Retention rates vary depending on the em-
ployment of incentivized recruitment as described in the
Methodology section.

Country

Respondents 5982 19416 9042 4456 2928 3650 3835 4121 3436 1208 1114 13329 72567
SCuorr\I\ep;I;eted 1000 1106 1002 1006 1011 1001 1006 1200 1008 1180 1000 1007 12,527
Retention rates 16.72% 5.70% 11.08% 22.58% 34.53% 2742% 25.89% 29.12% 29.33% 97.68% 89.77% 7.55%  17.26%

Qualitative research

Table 3: List of participants in interviews and FGDs

FGDs and FGD and interviews with National GE
interviews with state institutions engaged in mechanism HR institution
CSOs response to VAW
Albania 9 4 1 1
BiH 6 3 1 1
Georgia 3 4 1 1
Kazakhstan 4 1 - -
Kosovo 4 1 1 -
Kyrgyzstan 3 1 - -
Moldova 8 2 - 1
Montenegro 4 - - -
North Macedonia 4 2 - -
Serbia 4 - 1 1
Tajikistan 1 - - -
Turkiye 3 1 - -
Ukraine 4 1 - -
Total 57 20 5 5
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ANNEX 2: STATISTICAL ANNEX

Table 4: Women who experienced any online and technology facilitated violence by type of violence and country
(%) (N=6662)

Regional
average

Type of violence AL BA GE KG KZ MD MK RS TJ TR UA XK
Received inappropriate sexual

30.0 277 396 289 175 189 342 386 426 120 241 357 200
advances or content

Been pressured to share sexually

93 9.7 107 107 52 6.2 85 38 96 6.1 179 85 8.7
explicit images or messages
Being threatened that personal
information will be revealed without 113 78 107 115 92 110 96 100 106 91 189 105 117
consent
P I emEden b [Byeeled 112 105 91 83 94 129 124 100 103 97 152 107 138

without consent

Received unwanted or offensive

397 343 572 314 229 294 450 459 574 191 418 388 261
content or messages

Someone monitored phone calls,
messages

Someone monitored location 94 9.7 78 109 92 87 102 74 82 91 132 70 103

Private accounts and web pages
were hacked

Received threats 10.7 83 115 107 80 80 121 81 118 91 157 95 110

254 255 249 308 196 294 307 282 229 113 162 355 227

Photos manipulated, electronic
defamation

Other 9.7 73 62 134 285 170 66 55 43 317 23 48 128

Table 5: Women who experienced any online and technology facilitated violence by communication channel
through which violence occurred (in case of multiple acts of violence, the most recent one) (%) (N=6662)

Regional

Platform/tool
average

E-mail or messaging applications

(Skype, Snapchat, Messenger, Viber, 10.6 78 131 87 52 74 154 128 115 55 74 152 101
etc)

Facebook 363 305 623 510 111 76 373 686 558 123 241 268 232
Instagram 338 480 359 198 322 375 321 230 330 317 458 305 351
Knowledge sharing platforms 20 22 07 34 14 14 09 16 07 16 46 16 25
LinkedIn 20 2.2 04 32 0.7 0.7 09 13 1.5 1.6 56 13 2.5

Online dating platforms (Tinder,

S O Gl e 49 17 28 55 40 25 54 41 42 26 77 65 7.

Online gaming 65 34 27 65 73 83 46 25 28 45 135 98 85
Online news sources or blogs 34 22 14 51 45 32 24 24 2] 16 54 46 41

Telegram 82 22 21 53 144 140 93 13 19 149 74 207 60
TikTok 109 159 48 105 132 163 83 49 51 81 181 100 186
Twitter 41 2223 32 21 28 15 22 48 13 123 26 73
\c/algtc?;lemmes;n%ngié?t?eziéo:t?) 32 17 14 42 43 30 29 19 18 19 52 42 48
WhatsApp 94 93 36 49 260 214 61 29 36 324 122 22 89
YouTube 74 46 37 81 78 78 41 35 42 129 176 42 103
BeReal 15 22 07 30 14 18 14 08 04 06 32 12 14

Other 7.3 44 46 91 194 133 113 41 36 123 14 76 48
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Table 6: Perpetrators by type of violence (multiple options) (%) (N=6662) (marked categories with highest
proportion for type of violence)

Partner Friends, Someone

Y co-students, Supervisor, known only Unknown
member boss

Type of violence (current or
former) neighbors online

Received inappropriate
sexual advances or 265 237 219 224 40.9 339
content

Been pressured to share
sexually explicit images or 15.2 144 12.8 17.2 129 6.0
messages

Being threatened that
personal information

. ) 209 17.2 178 20.1 1.6 76
will be revealed without
consent
Private mfo.rmanon was 184 172 157 94 109 87
revealed without consent
Received unwanted or
offensive content or 300 24.2 29.9 254 532 471
messages
someone monitored 238 242 174 194 108 76
phone calls, messages
SOOI IO 15.7 14.4 14.7 20.1 8.7 6.9
location
Private accounts and web 244 172 s 209 26 318
pages were hacked
Received threats 153 13.0 144 1.2 14.6 83
Aneiies meTpuleices) 165 223 180 157 123 8.1

electronic defamation

Table 7: Perpetrators by proportion of platform/application through which violence was committed (multiple
options) (% of cases) (N=6662)

Partner . Friends, Someone
Family

Platform/tool (current or co-students, Supervisor, known only Unknown
member boss

former) neighbors online

E-mail, messaging

applications 12.7 9.9 8.1 146 12.0 11.1
Facebook 328 30.0 269 204 45.7 414
Instagram 345 28.7 33.1 255 35.1 377
Knowledge platforms 4.2 45 38 8.0 14 08
LinkedIn 38 2.7 49 10.2 0.6 1.0
Dating platforms 6.8 6.7 53 124 7.0 35
Online gaming 8.8 11.2 9.2 10.2 8.3 4.8
News sources or blogs 53 58 53 8.0 20 28
Telegram 1. 13.0 133 139 89 6.1
TikTok 15.2 233 19.1 19.7 9.6 80
Twitter 7.0 54 50 7.3 4.6 3.2
Meeting tools 6.0 8.1 53 58 24 20
WhatsApp 159 206 15.0 16.1 76 6.8
YouTube 10.7 224 134 204 5.6 4.7

BeReal 2.8 40 5.0 5.1 0.5 0.5
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Figure 26: Platforms on which women have experienced violence by type of perpetrators (%) (N=6662)

[ [ [ [ [ [ [ I I [ I
0 10 20 30 40 50 60 70 80 90 100

Partner @ Family member @ Friend, acquaintance @ Boss @ Someone known only on internet @ Unknown

Table 8: Women who experienced violence by perpetrators and frequency of violent acts (%) (N=6662)

Boyfriend, . Friends, . Someone
Frequency e Former Family Supervisor,
. Spouse  girlfriend, co-students, knownonly Unknown
of violence . partner member ; boss .
fiancé neighbors online

Daily 154 17.3 149 236 153 19.3 4.1 27
Weekly 7.7 93 9.7 10.0 10.0 114 8.0 38
Monthly 154 114 113 144 12.1 19.3 124 75
Every 6 months 126 12.5 11.5 10.0 95 164 15.0 11.5
Only once 29.1 28.7 285 249 347 20.7 420 471
Do not know 19.8 208 24.1 17.0 184 12.9 184 274
Total 100 100 100 100 100 100 100 100

Table 9: Women who experienced violence by consequences and country (%) (N=6662)

Consequences  Regional

A AL
of violence average

Psychological

192 234 208 144 156 186 142 241 152 114 272 197 188
consequences
Felt unsafe 193 271 188 156 123 154 144 242 212 110 220 232 179
Felt embarrassed 273 176 233 348 262 246 422 211 236 299 269 276 280
Cauiseel et 1o 106 98 117 87 104 122 76 87 99 88 149 103 122

relationships
Other 236 222 254 265 355 292 216 219 30.0 39.0 9.0 19.3 232
Total 100 100 100 100 100 100 100 100 100 100 100 100 100
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Table 10: Women who experienced violence by consequences and sub-region (%) (N=6662)

Regional Western Eastern

Type of Consequences average Balkans Tiirkiye Partnership Central Asia
Psychological consequences 19.2 234 208 144 15.6
Felt unsafe 19.3 27.1 18.8 15.6 123
Felt embarrassed 273 17.6 233 348 26.2
Caused harm to relationships 10.6 9.8 1.7 8.7 104
Other 236 22.1 254 265 355
Total 100 100 100 100 100

Binary logistic regression models

Model 1: Women'’s background characteristics as risk factors

Variables in the Equation®

Dependent variable: TF VAW experience (0=no experience, 1= experience)

. 95% C.l.for EXP(B)
B Sig. Exp(B)
Lower Upper

Civil_status (refer. single) .000

Civil status — married -077 166 926 831 1.032
Civil status — divorced 323 .000 1.381 1171 1.628
Civil status — widowed -.069 577 934 734 1.188
Current employment status (refer. employed for wages) 862

Current employment status — self employed) -033 645 968 842 1.112
Current employment status — unemployed -.081 195 922 816 1.042
Current employment status — student -058 431 944 817 1.090
Current employment status — retired -.063 663 939 707 1.247
Current employment status — not able to work -041 750 960 746 1.234
Education (refer. primary) .001

Education - secondary school 346 .001 1414 1.152 1.736
Education - technical vocational training 508 .000 1.661 1.328 2.079
Education - university college 331 .001 1.393 1.141 1.700
Education - postgraduate 323 .009 1.381 1.084 1.759
Sexual orientation (refer. heterosexual) .000

Sexual orientation — asexual 217 122 1.242 944 1.635
Sexual orientation — bisexual 505 .000 1.657 1.333 2.061
Sexual orientation — lesbian -.148 277 863 661 1.126
Sexual orientation — gay -313 .042 732 541 989
Sexual orientation — pansexual 383 .020 1.466 1.061 2.025
Sexual orientation — prefer not to answer -694 .000 499 454 549
Living place (refer. locality less 30k) .000

Living place - big city 500k 204 .001 1.226 1.092 1.378
Living place — locality 100k — 500k 227 .001 1.255 1.092 1442
Living place — locality 30k — 100k 379 .000 1461 1.269 1.683
Age - refer 65+ .000

Age_(-24) 1415 .000 4115 3.187 5315
Age (25-44) 1.215 .000 3371 2.621 4336
age_(45-64) 800 .000 2227 1.717 2.887
Constant -1.066 .000 344

Cox & Snell R Square= 0,063; Nagelkerke R Square= 0,084%

85  Asetof independent variables explain explains between 6,3% and 8,4% of the variance.







